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Abstract

This paper presents Daytona, a user-level TCP stack for Linux. A user-level TCP stack can be an invaluable
tool for TCP performance research, network performance diagnosis, rapid prototyping and testing of new opti-
mizations and enhancements to the TCP protocol, and as a tool for creating adaptive application-level overlays.
We present the design and implementation of Daytona, and also describe several projects that are using Daytona
inarich variety of contexts, indicating its suitability as an open-source project.

1 Introduction

TCP is the mostwidely usedtransportprotocolin the Internettoday which hasmadeit a subjectof much
researclover the pasttwo decades.Understanding/ariousaspectof TCP performanceandits behaior under
variousnetwork conditionsremainscrucial to understandinghe performanceof networked applicationstuning
network sener performanceanddesigningnovel networked applications.

Historically, mostacademicstudieson TCP have involved simulationstudiesusingtools suchasns[1]. Such
tools canoften provide a lot of usefulinformationaboutTCP behaior in a simulatednetwork. Unfortunately
toolssuchasnscant beusedto interactwith actualnetwork applicationsover arealnetwork. In fact,aroutinely
criticized aspectof ns-basedtudieshasbeenthat the simulatednetwork conditionsoften fail to capturetraffic
characteristictn therealInternet,which canbe extremelyhardto model.

The otherextremeis to usea standardjn-kernel TCP implementatiorfor suchstudies. While this approach
clearly capturesactualnetwork behaior and interactionswith actualapplications,it is hardto extract useful
protocol datafrom the kernel, which is spreadover variousstatevariablesof the TCP protocol. For example,
the congestiorwindow, losscharacteristicendround-triptime estimatemaintainedoy TCPfor eachconnection,
captureimportantcharacteristicef the stateof the network pathusedby thatconnection.Thereis no cleanway
to extractthis informationwithoutintroducingnew APIs into thekernel. SomeAPIs, for examplethe TCP_INFO
socletoptionin Linux 2.4andthe SO.DEBUG optionin FreeBSD allow oneto extract TCP statevariablesfrom
the kernel. However thesetypically provide aggrgatedinformation,which is not synchronoushcorrelatedwith
applicationactions.

A similarissueariseswhile studyingnetwork sener performanceOverheadsn the networking stackdominate
theachievable performancef a high-wolumenetwork sener. Profiling andinstrumentatiorof the TCP stackcan
revealsource®of suchoverheadsindhelpin tuningsener performanceHowever, doingthisin aflexible andeasy
mannetbecomes challengevhenthe TCPimplementatiorresidesn thekernel.

Recentlya lot of interesthasbeengeneratedy application-lgel overlaysand peerto-peersystemssuchas
NapsterandGnutella.While in principle,creatingsuchoverlaysonly requiressoclet applicationsjn practiceit is



oftenusefulto make suchoverlaysadaptve with respecto the stateof the network. Having TCP stateinformation

available at the applicationlayer provides a completeand soundinformation basefor guiding suchadaptation.
While it is possiblefor applicationsto develop their own mechanismgor probingnetwork characteristicsuch

asavailablebandwidthandlossrates,TCP’s bandwidthestimationmechanismsreformally known to be stable
andfair to competingflows in the network. Henceit is moredesirablefor adaptve network applicationgo reuse
informationgatheredy TCP aboutthe stateof the network.

Interestingly a userlevel TCP stackis a “leastcommondenominator'that can help us addresghesediverse
challenges. If sucha stackwere to be available, it would be straight-forvard to customizeit to provide the
specificinformationrequiredby eachproblem,in afairly flexible manner Daytonais essentiallyinspiredby this
goal. Daytonais a library availableto Linux applicationswhich workswith ary arbitrarynetwork interfaceand
is largely independenbf the kernelversion. SinceDaytonafinds applicationsin a rich variety of contets, we
believe it is well-suitedto be anopen-sourceroject.

Therestof the paperis organizedasfollows. In section2 we briefly discusssomebackgroundn how Daytona
evolved from relatedprojects,andimproved uponthemby addressingheir key limitations. Section3 describes
the designof Daytonaandsection4 fills in relevantimplementatiordetails. Section6 describeseveral projects
thatarecurrentlyusingDaytona.Section7 concludesvith somedescriptionof ongoingwork.

2 Background

Onceit wasclearthatauserlevel TCPstackis thekey toolto addresshekindsof problemsdescribediborve, our
firstattemptwasto try andfind anexistingimplementationindeed otherprojectshave realizedtheneedor auser
level networkingstack{11, 13, 14, 15, 16, 17]. However, theseémplementationsvereeitheravailableonnon-Linux
platforms,or provide only partof the completeTCP functionality at the userlevel. Non-Linux implementations
did notsene our purposesincewe believe thata solutionfor Linux would have wider applicability by virtue of its
larger useranddeveloperbase.Similarly, toolsthatdid not provide completestackfunctionality could not sene
asabaseuserlevel TCPimplementatiorthatwould applyto arich variety of problems.

Arsenic[12] wasalinux 2.3.29-basedserlevel TCP implementatiordevelopedby PrattandFraserat Cam-
bridgeUniversity The goalof their projectwasto give userlevel applicationsettercontrol for managingoand-
width on a network interface. Their implementationwas designedto work with a specializedgigabit network
interfacefrom Alteon called ACEnic, which provided perconnectioncontets in interfacehardware. Their user
level stackcommunicatedvith the interfacethrougha control API provided by the carddevice driver. This API
wasusedto install filters for paclet classificationpuffers for postingdatafor variousconnectionsandfor speci-
fying network QoSparametersor theseconnections.

Essentially Arsenics goalwasto extractthe bestperformanceand QoSfunctionality from a specializechet-
work interface. As a generalrule of thumb, specialization is oftenthe key to achieving the highestperformance
from agivensystemandutilizing all featuregprovidedby its hardware. Thisis alsotrue of the Arsenicimplemen-
tation. Arsenics designnaturallyinvolvesa couplingwith theinterfacehardware,andadependencenthekernel
version. For example,buffer managemernis oneof the mostspecializecaspectof the Arsenicimplementation.
Providing zero-copy transfersandconnection-specifibufferswasakey goalof the project,bothfor the purposes
of low overheadandQoSisolation. This involvesco-mappingof buffers betweerthe userlevel TCP library and
the cardskerneldevice driver. Arsenicuseskernelmodulesfor providing this functionality which leadsto a de-
pendeng ontheVM implementatiorof the2.3.29Linux kernel. Theco-mappindacility alsoallowedsomeof the
kernels timing variableg(e.qg.,jiffies) to bevisible directly in userspace Thisindirectly leadsto a dependencef
the TCPtimer managementodeuponthe kernelversion.Classificatioranddemultipling of pacletsto various
connectionsvas handledby the specializedACEnic hardware,andhencewasessentiallystill a kernelfunction.
Arsenicalso useskernelmodulesfor extractingrouting tablesand ARP tablesfrom the kernel, which requires
portingto work with newer kernelversions.At first, we attemptedo minimally changetheimplementationand



adaptsomeof thefunctionsimplementedn kernelmodulesto work with newer kernels.However, it soonbecame
apparenthatfor thetool to beusefulandextensible all dependencen kernelmodulesmustbe removed.

In contrastwith Arsenic,our goalis to provide a very generaluserlevel TCP stackthatworks with arbitrary
network interfaceswith nokerneldependencie$?roviding this functionality ratherthanthe highestperformance,
is our key goal. In the next sectionwe outlinethe key designdecisiondn Daytonathatallowed usto achiese this
goal. A significantpart of the Arsenicimplementationcould still be directly used. Arsenic pulled the Linux
2.3.29networking stackcodeinto userlevel andpackagedt into a library. By pulling the codedirectly from the
Linux implementationywe geta faithful protocolimplementatiorat the userlevel. This codecanbe updatedio
incorporateenhancementsitroducedn laterkernelversions.However, beinguserspacecode,this codecanrun
on anarbitrarykernelversion.Arsenicuseduserlevel threadd GNU pthreads}o provide perconnectiorcontext
andsynchronizatiorfeaturesnto the stack,replacingthe traditionalonesthatthe kerneluses.Henceit provided
usafairly strongfoundationto startwith.

3 Design Overview

Daytonais a userlevel library thatprovidesthe socketsand TCP/IPfunctionalitynormallyimplementedn the
kernel.Applicationscanlink with thislibrary andgetthe samenetworking functionalityasprovidedby thekernel.
Thekernelis just usedasa communicatiorchannelbetweerthe library andthe network, throughthe useof raw
IP soclets. Raw IP socletscanbe usedaslong asthe machinehasnetwork connectiity, henceDaytonahasno
dependencon ary particularnetwork interface. An importantbenefitof this choiceis thatneitherlP routingnor
MA C-layerinformationis neededrom the kernel. The kernelitself performsroutingtableandARP tablelookup
to createMAC layer headerdor the pacletssentover araw IP soclet. Thusthe kernelmodulesneededor this
purposeby Arsenicarenolongerneeded.

Normally, a copy of the pacletsreceved by the kernelnetworking stackarehandedo a raw socletif certain
criteriaaremet[3]. Anothercopy is processedby the kernel,in the standardnanner However, TCP and UDP
pacletson generalportsdo not satisfythesecriteria. To trap suchpaclets, a paclet capturinglibrary is needed.
Sucha library installsfilters in the kernelexpressedn a generalizednterpretedanguagge.g. BPF[4]). The
overheadof filtering will typically be quitesmallif, for example we areinterestedn only gettingpacletsof some
specificapplicationportto theuserlevel stack. Thenetworking codein thekernelcheckgpacletsfor amatchwith
suchfilters, andsendsthemup to a raw soclet openedby thelibrary. Careshouldbe takento alsoput firewall
DENY rulesfor suchpaclets, sothatthe kernelwould dropits own copy of suchpacletsandnot attemptto do
redundanprocessindor them.

We usethe pcap[5] paclet capturinglibrary usedby the well-known tcpdumptool. To integrate paclet cap-
turing, we reusedsomeof the pcapcodefrom the Sting projectat the University of Washington6]. Oneof the
threadsin Daytonaactsasthe “bottom half’ threadand constantlypolls for paclets on the raw soclet. Some
peculiaritiesof the pcaplibrary hadto betakeninto accouniin the design.For example,in pcappaclet reception
happensisa side-efect of polling for a paclet ontheraw soclet. Anotheraspecis thatthe memoryoccupiedby
the capturedpaclet is internally reusedby thelibrary for subsequenbperationsandhenceDaytonamustmale
acopy of the paclet provided by the pcaplibrary beforepassingt up to anapplicationthread.Oncepacletsare
capturedoy Daytonathey areclassifiedanddemultiplexed for TCP processing.

Daytonaperformsbuffer andtimer managementompletelyin userspace Buffer managemeris donein user
spacein a mannersimilar to that doneinside the kernelduring transmitandreceve processing.For TCP timer
management baselinel0 msectimer is implementedo emulate’jif fies”. The Linux kernelprovidesa higher
granularityon top of jif fieswhena timestamps taken, but this canbe easilyemulatedn userspaceby usingthe
gettimeofday(pystencall atthetimestampingnstant,or, in caseof the X86 architectureby usingsimplemacros
to readhardwarecycle countingregisters.

Similar to the casewhenthe TCP/IP stackis in the kernel,calls madeby applicationthreadsnto the Daytona
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Figure 1. Thehigh-level designof Daytonacomparedo the stanrardn-kernel TCP stack.

library carry their executioncontets with them. WhenTCP processingnustblock waiting for events(network
eventsor timers)or resumen responséo events,thesethreadsareblocked andunblocledin thesamemanneras
processeareblocked andunblocledinsidethekernel.

Notethatif multiple processefink to Daytona.eachof themgetstheir own copy of the datamaintainedwithin
the TCP/IP stackand the soclet layer (thoughthe codeis shared). Thus, while multiple applicationthreads
using Daytonasharedata,multiple applicationprocessesising Daytonado not. This may needto be takeninto
accountdependingipontheintendeduseof Daytona.For example to measureghe paclet classificatioroverhead
of the TCP stackwith a large numberof connectionsa commonclassificationtable shouldbe used. But if the
connectionspanmultiple processesgachprocesswill have its own copy of a smallerTCP classificatiorntable.
Thiswould notcapturethe overheadgorrectly To achiere sharingacrosgrocessest is straight-forvardto make
Daytonaa sener processvhichis calledby otherprocessethroughlPC calls.

Figurel illustratesthe high-level multi-threadeddesignof Daytona,whencomparedo the standardin-kernel
TCPstack.

4 Code Structure

The intent of this sectionis to describethe high-level code structurethat implementsthe various piecesof
Daytonafunctionality This shouldallow oneto understanéndpotentiallymodify Daytonato suit their purpose.



4.1 Socket API

At thetop level is thelibrary interfaceto Daytona,which exposeshe traditionalsoclets API, andactsasthe
entry pointfor applicationthreadsnto the userlevel networking code.In the spirit of the kernel“inet” functions,
mostof the functionsheresimply act asindirectionsinto protocol-specifidunctions,the protocolbeing TCP in
our case.An importantpartimplementedy this codeis theinitialization of thelibrary, which alsoinitializesthe
buffer pool for the userlevel networking stack. This buffer poolis essentiallythe userlevel “skbuff” pool.

4.2 Network Bottom-half

Theequvalentof the Linux network bottomhalf (“NetBH") is athreadwhich useshepcapinterfaceto poll for
work arriving from the network. This threadinitiatesreceie processingwhich typically leadsto a statechange
for someTCP connectionfollowedby awakeupcall ontheassociate@pplicationthread.Theapplicationthreads
andthebottomhalf threadarescheduledinderthe control of the pthreadsscheduler

4.3 Transmit Processing

The pcaplibrary usesa raw soclet for paclet captureon the receve side. Similarly a raw soclet interfaceis
alsoneededn thetransmitside. CompletelyformedIP pacletsarehandedo this soclet for transmissiorby the
kernel. ThekerneltreatstheseasstandardP pacletsandperformsroutingtablelookupandMAC processingn
them,eventuallyqueuingthemto somedevice driver transmitqueue.

4.4 Timers

A 10 msecuserlevel timer is setupusingthe standardsetitimer()systemcall to emulate'jif fies”. At thetimes-
tampinginstant,moregranularitycanbe addedeitherby usinggettimeofday() por Pentiumtimestampcounters.

4.5 Protocol Processing

The codeimplementingthe TCP/IP protocol processingexactly mimics the codeand structureof the Linux
2.3.29code. A tricky problemhereis that while normally thereis a naturalindependencéetweendatatype
declarationsisedin the kernelcodeandthoseusedin applicationsuserlevel TCP musthave kernelcodeaswell
ascodethatinterfaceswith applications.Hence,someof the headelffiles may causeconflicts. Arsenicavoided
this problemby collectingall datatypedeclarationsneededy the kernelcodein a singleheadeffile, which was
thenincludedby the kernel-denved code. For codethatinterfaceswith the applicationsandneedssomeof these
datastructuresrelevantpartsof thesedatastructuresvereseparatelgxposedn anotheteadefile.

Most of the codeheremimicsthe kernelcode,exceptthatthe kernelsleepandwakeupfunctionsarereplaced
by threadsuspensiomandwakeupfunctions.All kernelfunctionsusedoy the TCP/IPcodewhoseimplementations
lie outsidethe networking codeare aggreyatedin a singlefile. This includescodefor Ethernetinteraction(now
replacedoy raw socket communication)synchronizatiorprimitives(replacedoy threadprimitives),andmemory
andbuffer allocation/dealloation routines.

5 Using Daytona

The usageof Daytonais fairly simple. Daytonaassumeghat the interface ethO on the hostis usedasthe
connectiornto the network, so no setupis requiredaslong asethQexistsin the system(this canbe confirmedby
invoking the commandfconfig on the shell). Daytonaapplicationshave to be run asroot sothatthe library can
openraw soclets.



ApplicationsuseDaytonain amannessimilarto thestandardC soclet library, exceptthatall thestandardoclet
callshave to be prefixedwith a string. If callsin theapplicationcodecannotbe modifiedfor somereasonanother
alternatve is to modify thelibrary linking ordersothatthe Daytonalibrary is linked beforethe standardC library.

6 ProjectsUsing Daytona

As mentionedbefore,we expectedDaytonato find applicationsn arich setof contexts wherethe problemat
handrequiresTCP functionality and/or TCP stateinformation. The following subsectiongive an overviev of
someprojectsthatareusingDaytonain variouscontets.

6.1 Network Server Performance Tuning

At IBM Researchwe areinvolvedin aprojectinvestigatingsener designghatscalewell with next-generation
I/0 andnetworking standardsuchas10G Ethernet.Daytonaprovedto be a very corvenienttool for usto study
andtunenetwork sener performanceFor example we wereableto useDaytonawith the Flash[7] Websenerto
studyTCP performancéottleneckgor Web servingworkloadsin detail. By having a userlevel implementation,
we were able to get extensive analysisof copying overheadsy using userlevel cacheprofiling tools suchas
cacheprof8] on Daytona.Further Daytonaallowed usto extensvely instrumentand profile TCP overheaddgor
variouscombinationof applicationsandworkloads. While kernelprofiling is alsoan option for obtainingsuch
overheadnformation,it providesabreak-upof overheadn afunctionalbasis.Whatwe neededs ameasurement
on an actvity basis,for example,overheadf datacopying, receive processingand transmitprocessing.The
functionalbreakdavn reportedby kernelprofiling doesnotisolatehow the overheadf commonfunctionsused
by theseactvities (e.g. skkuff functions),shouldbe chagedto eachkind of actiity. By instrumentinghe code
accordingto variousactiities of interest,we wereableto easily extract performancedataon an actvity basis.
This processvould have beentediousandtime-consumingf we haddoneit in thekernel.

Anothersignificantadvantageof Daytonawasthatit allowedusto createa performancenodelof TCPprocess-
ing in asimulator We have createda performancanodelingframenork for anetwork serner by modelingvarious
systemcomponentge.g. processordusescaches)n adiscrete-gentsimulator We areinterestedn understand-
ing the effect of off-loading someof the network processingonto intelligentinterfaceswith network processors
onthem. A uniqueaspecif our modelingframework is thatit derivesperformancenodelsof processorérom
theapplicationgunningonthem.Clearly, in this casewe neededa TCP processingrogramthatwe coulduseto
derive the network processomodel. Daytonawasusedin our simulationframewvork to provide this model.

6.2 Adaptive Overlays

Variousacademiaesearchgroupsareinvestigatingthe designof resilientandadaptve application-leel over
laysthatadaptheir routingbehaior andfunctionplacemento network andsenerload conditions.Network state
information,neededoy theseoverlaysto guidetheir adaptationjs cleanlyabstracteautin TCP statevariables.
Large-scaleacademidestbedsuchasEmulab[9] andPlanetLalf10] arebeingusedto designandevaluatesuch
application-leel overlays. In suchtestbedshaving TCP stateinformationat the applicationlayer obviatesthe
needto modify the kernelsof the overlay nodesto provide APIs to extract suchinformation. This approactalso
facilitatesheterogeneityn the kind of machineausedin the overlay sinceotherwiseonehasto worry aboutpro-
viding OS-specificAPIs to extract network statefrom TCP. Someof theseresearchgroupsare usingvariantsof
Daytonato designandstudysuchoverlays.



6.3 Integrated Network Performance Diagnostics

Oneof themostchallengingpartsof runninga network-basedservice for instanceéeb hosting,is monitoring
andmanagingperformance End-to-endperformancemay be influencedby numerougactors,andproblemsare
noteasilyattributableto their correctsource A commonperformancenanagemerapproachnvolvesmonitoring
the application(i.e., userperceved) performanceat a relatvely coarselevel, andthenconductingfurther, more
detailed testswhena potentialproblemis detected Suchanapproachrequireshe useof multiple techniqguesand
tools, operatingat multiple levels. Hence,the problemremainsof how to correlatethe informationto construct
amorecompleteview of low-level network events(e.g., paclet retransmissionaindthe applicationactionsthat
triggeredthem(e.g.,HTTPrequest) An approachakenby someresearcherat|BM is to provide application-lgel
measuremertbolswith directaccesgo pertinentinformationfrom lower layers. This enablesa diagnosticiarto
detectspecificpaclet-level eventsin variouscontexts of the applicationin an automatedvay, without having to
unify multiple traces.This approachis beingembodiedn a measuremerandmonitoringtool for identifying the
cause®f performanceroblemsn networked applications.

To avoid relianceonaparticularkernelconfigurationprthepresencef specifickernelsupportthearchitectural
approachtaken by this projectis to make the bulk of the kernel networking stack available at the userlevel
with Daytona.As Daytonaprovidesaccesgo the main protocolsin the TCP/IP protocolsuite,the measurement
applicationcanreceve extensve diagnosisnformation. Changesn TCPstatevariablespurstyvs. isolatedpaclet
lossevents,andinformationaboutthe sourceandtype of receved ICMP messagesare examplesof the type of
additionaldetailsthatarenot otherwiseavailableto anapplication-lgel measuremeribol. The Daytonalibrary is
currentlybeinginstrumentedinderthis projectto deliver notificationsabouteventsof interestto themeasurement
application.Theintentis to usethetool to explore the benefitsof the integratedapproacHor enhancedliagnosis
of Webperformance.

7 Conclusions and Ongoing Wor k

In this paper we have motivatedthe needfor a userlevel TCP stackandpresentedhe designandimplementa-
tion of a userlevel TCP stackcalled Daytona.We have alsodescribedsariousprojectsthat have found Daytona
to be usefulin a very rich variety of contets, which we believe indicatesits suitability asa widely available
open-sourcéool.

We are currentlyin the processof improving Daytonain several ways, an importantone being to incorpo-
rate someof the TCP implementatiorenhancementthat appearin morerecentLinux kernelversions. At IBM
Researchye arealsogoingthrougha formal open-sourcingprocesso make thetool widely available.

Questionscommentsor bug reportsrelatedio Daytonamay be sentto ppradhan@us.ibm.com.
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