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Abstract.  All existing anti-censorship systemsfor the Webrely on prox-
iesto grant clients accessto censoredinformation. Therefore, they face
the proxy discovery problem: how can clients discover the proxies without
having the censordiscover and block these proxies? To avoid widespread
discovery and blocking, proxies must not be widely published and should
be discovered in-band. In this paper, we presert a proxy discovery mech-
anism called keysmce hopping that meets this goal. Similar in spirit to
frequency hopping in wireless networks, keyspacehopping ensuresthat
ead client discoversonly a small fraction of the total number of proxies.
However, requiring clients to independertly discover proxies from alarge
set makesit practically impossibleto verify the trust worthiness of every
proxy and createsthe possibility of having untrusted proxies. To address
this, we proposeseparating the proxy into two distinct componernts|the
messenger which the client discovers using keyspacehopping and which
simply acts as a gateway to the Internet; and the portal, whose iden-
tity is widely-published and whose responsibility it is to interpret and
sene the client's requestsfor censoredcontent. We showv how this sepa-
ration, aswell asin-band proxy discovery, can be applied to a variety of
anti-censorship systems.

1 Intro duction

Many political regimesand corporations actively restrict or monitor their em-
ployees'or citizens' accesgo information on the Web. Many systemstry to cir-
cumvent thesecensorshipe orts by using cooperative proxies. Anonymizer [1] is
one of the oldest such systems.Peelabooty [15], Safeweb [11], and Zero Knowl-
edge'sWebSecurd13]usean SSL-encryptedchannelto communicate requeststo
proxies outside of the censoreddomain, which then return the censoredcontent
over this encrypted channel. In Infranet [3], clients communicate with cooperat-
ing proxies by constructing a covert and con dential channel within an HTTP
request and response stream, without engenderingthe suspicionthat a visibly
encrypted channel might raise.

These systemsrequire a client within the censoreddomain to discover and
communicate with a cooperating proxy outside of the domain, as showvn in Fig-
ure 1. Each of thesesystemsassumeghat a censorblocks accesso a Web sener
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Fig. 1. Current censorship circumven-
tion schemesrely on accessto trusted
proxies that serve clients' requests for
censoredcontent.

Fig. 2. Forwarding a messageand de-
coding that requestcan be decomposed
into two separate operations.

basedon its identity (i.e., IP addressor DNS name) and that the censorallows
accessto any host that doesnot appear to be delivering objectionable content.
Thus, the livelihood of these systemsdepends on the existenceof proxies that
the censordoesnot know about.

All proxy-based censorshipavoidance systemsface the troubling proxy dis-
covery problem To gain accessto censoredcontent, clients must have access
to cooperating proxies. However, if the censorcan operate under the guise of
a legitimate client, it can discover these proxies and block accessto them. For
example, China's rew all previously blocked accessto the Safeweb proxy. An
e ectiv e proxy discovery technique must allow a client to easily discover a few
participating proxies but make it extremely di cult for a censorto discover all
of these proxies. Any reasonablesolution to the problem must defend against
both out-of-band discovery techniques(e.g., actively scanningor watching tra ¢
patterns) and in-band ones(e.g., where the censoritself becomesa client).

To achieve these goals, a proxy-based censorship avoidance system should
have the following characteristics:

{ The systemshould have a large number of proxies. A systemwith no more
than a few proxies is uselessonce those proxies are blocked. A systemwith
more proxies makesit more di cult for a censorto block all of them.

{ Clients must discover proxies independently of one another. If every client
discoversthe samefew proxies, a censorcould block accesgo these popular
proxies and render the system useless.

{ The client must incur somecost to discover a proxy. Becausethe censorcan
assumethe identity (i.e., IP address)of any client behind its rew all, it is
relatively easyfor a censorto operate a large number of clients solely to
discover proxies. As sud, discovering a proxy should require a non-trivial
investmen of resources,suc as solving a client puzzle [6].

{ Brute-force s@nning techniquesmust not expse proxies. A censormay sus-
pect that a host is a proxy and try to verify this in somefashion (e.g., by
acting asa client and seeingif it acts asa proxy, etc.). Thus, to an arbitrary
end-host, a proxy should look innocuous.

We proposea proxy discovery technique called keysmce hopping that limits
in-band discovery of proxies by ensuringthat no client knows more than a small
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random subsetof the total setof proxies. The technique alsopreverts out-of-band
discovery by distributing client requestsacrossthe set of proxies and ensuring
that ead cooperating end-host only assumeshe role of a proxy for a small set
of clients at any given time.

The requiremert that clients discover proxies independertly implies that
clients will utilize arbitrary proxies that they may not trust. This introduces
a fundamertal tradeo: while having a large number of independertly discov-
erable proxies makesthe system more robust to being blocked, it also makesit
increasingly di cult to ensurethat all proxies are trustworthy. An ideal proxy
discovery systemshould be resistarnt to blocking and ensurethat the client only
exposesits requestsfor censoredcontent to trusted parties.

We proposea solution that achievesthis goal by recognizingthat the proxy
actually servestwo functions: providing accessto corntent outside the rew all,
and serving requestsfor that content. Our solution, summarized in Figure 2,
employs a large number of untrusted messengerswhich carry information to
and from the uncensoredinternet, without understandingthat information; and
a smaller number of portals, which a client trusts to faithfully serve requestsfor
censoredcontent without exposingits identit y.

2 Proxy Discovery using Keyspace Hopping

Proxy-basedanti-censorshipsystemsmust enableclients to discover proxieswith-

out enablingthe censorto discover and block accesgo all of the proxies. Existing

systemsassumethat there is someway to enablethis discovery, but the problem
has no obvious solution when the censorcan becomea client. Becauseof this

possibility, no single client (or small group of clients) should ever discover all

proxies Proxiesmust comeinto existencemore quickly than the censorcan block
them, and proxy discovery must be basedon someclient-speci ¢ property like
IP addressto raise the cost of impersonating many clients. In this section, we
explore the design spacefor proxy discovery and describe our proposed medc-
anism, called keysmce hopping that cortrols the rate at which any one client

can discover proxies. In this section, we assumethat the censorcannot operate
a proxy, except for our analysis of in-band discovery in Section 2.3. We discuss
how to completely relax this assumptionin Section 3.

2.1 Design Considerations for Proxy Discovery

Anti-censorship systemsshould ensurethat almost every client can always con-
tact at least one proxy, even if the censoris able to block someof these proxies.
The set of proxiesshould be di cult enoughto discover that the only reasonable
responseby the censorwould be to block accesgo the ertire Internet.

A censorcandiscover proxiesin two ways: in-band, by acting asa client of the
anti-censorship systemitself, and discovering proxiesin the samemanner as any
other client; and out-of-band, by actively scanning Internet hosts to determine
whether any of them behaves like a proxy (we have previously explained the
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Technique |Description Design principles

In-b and Censor becomes a client
and attempts to discover
proxies in the same way a| { Use client-specic prop erties for proxy discovery.

client would. { Ensure no client can discover more than a small set of all
proxies at any time.

Out-of-b and |[Censor usestrac anoma-
lies or active scanning
technigues to discover| { Distribute clients evenly among available proxies.

pro xies. { Ensure a host only acts as a proxy for a small subset of
clients at any time.

Table 1. A censorcan discover and block proxies using either in-band or out-of-band
discovery.

importance of maintaining proxy covertnessfor this reason([3]). Additionally , a
censor can notice trac anomaliesthat exposea proxy or a client, such as a
suddenincreasein tra c to a particular Web site or a group of clients that have
very similar browsing patterns. Table 1 summarizesthese discovery techniques
and the corresponding design considerations.

Limiting In-Band Discovery If weassumethat a censorcan becomea client,
the censorcan usethe samediscovery medchanismsthat a client usesto discover
proxies. Thus, the set of proxiesthat any oneclient can discover should be small
and relatively independent from the setsthat other clients discover. This client-
speci city implies that clients should discover proxies through some in-band
mechanism (note that this is a departure from our previous thoughts about
proxy discovery [3]).

To slow in-band discovery, we imposethe following constraints: the proxies
that any client discovers should be a function of some characteristic that is 1)
reasonablyspeci ¢ to that client, 2) not easily modi ed, and 3) requires signif-
icant resourcesto compute. Two obvious characteristics of a client that satisfy
the rst two constraints are the client's IP addressand subnet. Unfortunately,
a censorthat operatesa rew all can easily assumean IP addressor subnet be-
hind that rew all. Hence, we must also require somesigni cant investmert of
resourcesper-client, such asclient puzzles[6], that makesit reasonablyexpensive
for oneertity to assumemany di erent identities.

Limiting Out-of-Band Discovery A censormight try to discover proxies
using out-of-band discovery techniques. For example,all Web senersthat run an
Infranet responder might behave in a similar fashion (e.g., providing slower than
normal Web responsetimes, etc.). Alternativ ely, if many clients sendrequeststo
a single proxy within a small time period, a censormight notice a large increase
in the number of connectionsto a host that does not ordinarily receive much
trac. It should be reasonablydicult for a censorto discover all proxiesusing
thesetypesof out-of-band discovery techniques.
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Fig. 3. In keyspacehopping, clients and proxies agree on which proxy forwards which
client's request. Each client discovers a unique set of proxies.

To make out-of-band discovery more di cult, a host should only act as a
proxy for a certain subsetof clients at any time. This prevents one proxy from
attracting trac from an abnormally large number of clients. More importantly,
it prevents a host from always appearing asa proxy to all clients, thus making it
lesslikely that an out-of-band probe from an arbitrary host will exposethe proxy.
Furthermore, the set of clients that a proxy servesshould changeover time. This
makesproxy discovery more di cult for the censorbecausethe censordoesnot
know which hosts are acting as proxies for which clients.

2.2 Keyspace Hopping

We apply the designprinciples from Section 2.1 to our proxy discovery system,
called keysmce hopping becauseof its similarities to frequency hopping [9]. Fre-
quency hopping is usedin wirelesscommunication; the basicideais to modulate
a signal on a carrier frequencythat changespseudorandomlyover time. Wireless
communication usesfrequency hopping to resist jamming, since an adversary
must either saturate the entire frequencyband with noiseor track the frequency
hopper's choice of carriers.

We proposea similar idea, with the exception that the censoris attempting
to jam communication channelsby preventing a client from reading any proxies.
At any given time, a certain proxy (or set of proxies) agreesto serve requests
for a client, and the client forwards its requeststo that proxy, as shown in
Figure 3. To block a client's communication with its proxies, the censor must
block communication with all of the client's proxies.

Keyspace hopping must solve seweral problems. The rst problem is proxy
assignment what is the appropriate mechanism for assigningclients to proxies?
Next, clients must perform lookup how do clients discover the IP addressesof
their proxies while preventing the censorfrom performing arbitrary lookups to
discover all proxies? Finally, the system must have a bootstrapping phase: how
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can the client, initially knowing nothing, obtain the necessaryinformation to
discover its set of proxies? The rest of this section addresseghese problems.

Pro xy Assignmen t To guaranteethat no singleclient can ever discover a large
fraction of the proxies, keyspacehopping assignsa small subsetof all proxiesto
ead client. To prevert proxies from being actively scanned,and to balance
client requestsacrossproxies, keyspacehopping dictates when a client can use
a particular proxy in its subset.

To facilitate the mapping, ead proxy is assigneda globally unique identi er
ProxylID, suc asa hashof the proxy's IP address.The set of proxiesfor a client
is then determined by computing a client-speci ¢ index into the total keyspace,
and by selecting a constart number of proxies whose identi ers most closely
follow the index. The index is computed from a client-speci ¢ identi er (which
could be, for example, the client's IP address)and a shared secret hkey that
preverts an adversary from computing the subspace.

A client determinesthe proxy with which it communicates by adding the
output of a uniform collision-resistart hash function, B; (its baseindex in the
keyspace),to a time-dependert PreProxyID, which is determined from the out-
put of a universally-agreedupon pseudorandomnumber generator, G. ProxylD
must be basedon hkey to prevent a censorfrom recomputing a suspectedclient's
sequenceof ProxylDs and tracking a suspected client's path through a sequence
of proxies (this is particularly important for Infranet, which seeksto presene
client deniability).

The following equations presen the assignmei more formally:

Bi  H(Client ID;hkey)
PreProxyID; G(Client ID; hkey;t)
ProxyIDy; (Bi + (PreProxylDy; mod jS;j)) mod jP]

where S; is the set of proxies that client i knows about, and P is the set of all
proxies in the system! Both jS;j and jPj are well-known constarts, and jS;j is
the samefor all clients i. ProxylD,; is rounded up to the closestProxyID in the
client's set.

The size of the subset of the keyspacethat client i uses,jS;j, addressesa
fundamenal designtradeo |the  exibilit y gained through using more proxies
vs. independencefrom the fate of other clients (obtained by not sharing proxies
with other clients). Smaller proxy subsetsdecreasehe likelihood that oneclient's
proxies will share a proxy with someother client, but mean that a client may
appear more conspicuousby sendingmore trac to a smaller number of hosts.
A client with smaller set of proxiesis alsolessresilient to having proxiesblocked.

To minimize the likelihood that the censordiscovers a proxy and blocks it,
we require that any proxy only serve a small subsetof clients at any time. For
a given request, the proxy must determine whether or not it should sere that

! We assumefor simplicity that this value is constart. We describe how to relax this
assumption in Section 2.3.
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particular client's requestfor censoredcontent. This is easily done|the proxy
cansimply determine the IP addressfrom which the client requestoriginated and
ched whether the computed ProxyID for the current time interval t matchesits
own ProxylD. The proxy only treats the client's requestasa requestfor censored
content if this value matches(regardlessof whether or not it is such a request).

The client may needto rediscover proxies when the proxies that it is using
either leave the system or becomeunreachable; this can be done in the same
way that the client bootstraps its original set of proxies, as described below.

Lookup and Initialization  To use keyspacehopping to contact proxies, the
client must know two things: the mapping from ProxylDs to IP addressedor its
set of proxies, and the value for hkey.

To prevert a censorfrom harvesting IP addressego discover and block prox-
ies by performing arbitrary lookups, a client should only be able to lookup IP
addressesfor ProxyIDs that it will use for keyspacehopping. The rst proxy
that a client contacts will return the ProxyID to IP addressmappings for only
the ProxylIDs that the client needs to know. Becausethe proxy that the client
originally contacts knows the client's IP addressand the value of hkey that it
assignedto that client, the proxy also knows the set of proxies that the client
will attempt to contact. To make it more dicult for a censorto assumethe
identities of many clients (e.g., by changing IP addressesgtc.), the proxy can
make this discovery more expensiwe for the client by encrypting the mapping
and forcing the client to solve a puzzleto recover the mapping, such asa partial
brute force decryption givenonly k bits of an n-bit encryption key [6]. To ensure
that the client cannot bias its keyspaceassignmen, hkey must be setby a proxy,
rather than chosenby the client. The proxy that assignshkey must alsoinform
the other proxiesin the client's proxy set; if proxies are not trusted, this must
be donedi erently, asdiscussedin Section2.3.

Bo otstrapping  With the approach we have described above, the client must
contact someproxy that will sendit hkey and ProxylD mappings. However, to
perform this bootstrapping operation, the client must rst know the IP addressof
at least oneproxy. This soundslik e the original problem: if the censorhappensto
block a well-known bootstrapping proxy, new clients will not be able to discover
the subsetof proxies that they needfor keyspacehopping. Thus, we must also
ensurethat clients discover their rst proxy reasonablyindependertly.

A client only needsto discover one proxy to bootstrap. A client might already
know of an operational proxy (out-of-band), or clients could establish a web of
trust (asin PGP [8]) wherea client could divulge one of the proxiesin its subset
to trusted friends. To prevent out-of-band discovery, a proxy should bootstrap a
client that it hasnever seenbeforeonly with a certain probability. Alternativ ely,
a proxy might bootstrap only clients that are referred to it explicitly by clients
that it already knows.
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puzzles.

2.3 Analysis and Discussion

In this section, we analyze how well keyspacehopping resists discovery and
blocking. We also discussthe deniability properties of keyspacehopping.

In-Band Discovery We analyzethe likelihood that a given client will be de-
nied accessto any proxy in its subset of known proxies, given that a censor
has the capability to impersonate a certain number of clients in a reasonable
amount of time. In the bootstrapping phase,ead client discoversa speci c set
of proxies basedon someclient-speci ¢ identi er (e.g.,its IP address).Sincethe
censorcortrols all of the IP addressspacebehind the censorship rew all, it can
impersonateany IP addressbehind its rew all to discover what set of proxies a
client from that IP addressmight use.

Becausea client cannot discover the proxies in its subset before solving a
puzzle,a censormust solve one of these puzzlesfor ead subsetof proxiesthat it
wants to discover. However, becauseead legitimate client will only haveto solve
the puzzle once, the puzzle can be sucien tly dicult (a draconian approac
would require eadh client to spend a week decrypting its subsetof proxies).

How many clients does the censor need to impersonate to know about a
signi cant fraction of all proxies? Let's assumefor simplicity that ead puzzle
allows the censorto discover oneproxy selectedrandomly from P (i.e., jS;j = 1).
If the censoralready knows about n proxies, then the probability of discovering
a new proxy is (P n)=P. Thus, assumingan independert Bernoulli process,
the censor will discover a new proxy after impersonating P=(P  n) clients,

or 1=(P  n) of the total E,umber of proxies. On average,the censorwill have

discoveredN proxies after ,’2‘:1 P=(P k) impersonations(this is known asthe
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\coup on collector problem"). For example,if P = 10°, then a censormust solve
about 70,000puzzlesto discover 50% of the proxies, and about 300,000puzzles
to discover 95% of all proxies? Figure 4 shows the relationship for P = 10°|

it becomesincreasingly hard for the censorto discover and block all proxies,
or even a large fraction of them. If we designthe system so that it is di cult
enoughto solve eadh puzzle (e.g., a day per puzzle), then it will take the censor
almost 200 yearsto discover half of the proxies. If the systemis able to detect
that it is being scannedby a censor,it can also increasethe dicult y of the
client puzzlesto slow the censordown even further.

If a censorcan operate a proxy, it can discover clients by determining which
clients make requestsfor censoredcontent. This problem arisesbecausehe proxy
canidentify clients solely basedon which hostsare contacting it with meaningful
requests.To addressthis, the proxy functionality can be decomposedinto an un-
trusted messengeand a trusted portal, whereonly trusted portals should be able
to determine which hostsrequestcensoredcontent (we describe this approach in
detail in Section 3). In this case,the censorcan operate a malicious messenger,
but that messengemill not be able to distinguish anti-censorship requestsfrom
innocent messageghis is particularly true in the caseof Infranet, whereinnocert
clients will be sendingHTTP requeststo that messengemunder normal circum-
stances.For this technique to be e ective with other anti-censorship systems,
there must be an innocert reasonfor a client to send messagedo that mes-
senger;otherwise, there is no plausible deniability for sendingmessageshrough
that messenger.

The requiremert that the proxy know ProxylID to IP addressmappings and
IP addressto hkey mappings is problematic becausethis implies that the cen-
sor can discover other proxies by becominga proxy and can discover clients by
discovering hkey mappings. Of course,proxies can inject a large number of false
IP addressto hkey mappings; however, a better solution usesuntrusted messen-
gersand trusted portals to control who knows this information. Trusted portals
can assignProxyID to IP addressmappingsto clients. In this case,portals can
inform messengersbout which clients it should serve during any time slot with-
out requiring messengergo ever learn of other messengersPortals can also tell
messengersabout only the hkeymappingsfor clients that have that messengein
its set. Portals can also simplify proxy assignmei, sincethey can inform clients
about changing valuesof jPj or simply compute the keyspacesubsetS; for eath
client i, using the current value of jPj. We discussmessengersn further detail
in Section 3.

Out-of-Band Discovery A censorcan discover clients out-of-band by watch-
ing for trac anomalies(e.g., a client sendingmessageso a speci c set of hosts
outside the rew all) and can discover proxies out-of-band by probing for be-
havior typical of a proxy (e.g., serving visible HTTP requestsmore slowly than

2 Recert studies suggestthat the number of Web servers on the Internet is on the
order of 10° and growing [7]; having 1% of these act as proxies is a reasonablegoal.
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a normal Web sener, in the caseof Infranet). Keyspace hopping makes out-
of-band discovery more di cult because,given an arbitrary messagefrom the
censor,the proxy will ignore the censor'srequest.

A censorcould mount out-of-band discovery by computing the sequenceof
proxies that a client would useto sene its requestsand determining whether
any clients send messagedo proxies according to the same schedule. For this
reason,the ProxylID for a particular client and time interval must depend not
only on the client's IP address,but alsosomekey hkey that is known only to the
client and its set of proxies S;. Thus, if the censordoes not know hkey, it does
not know either the keyspacefor that client, nor doesit know the progressionof
proxies that the client will take through that keyspace.

In the casewhere the censoroperates at least one of the proxiesin S;, the
censorknows all the information to hypothesizethat a certain host might be
operating an anti-censorship client. A simple solution relaxesfrequencyhopping
to allow the client to passrequeststo any of the ProxylDsthat werevalid for the
n most recert time intervals. However, this still allows the censorto ascertain
that a suspectedclient is contacting machinesthat are within the client's proxy
set S;. Another solution is to distribute a set of hkeys to the client and allow
the client to send messagen any one of multiple channels. The censorwould
then have to know the secretsfor all of these channelsto successfullytrack the
client through a seriesof proxies.

Deniabilit y Infranet explicitly tries to make a client's requestsfor censored
content as similar as possible to normal-looking Web trac; we would like
to presene sudch deniability when incorporating keyspacehopping. Other anti-

censorshipsystemsdo not provide deniability at all, sothere is no risk of com-
promising client deniability in thesecases.

Keyspacehopping presens seweral potential vulnerabilities that might com-
promisethe client deniability goalsof anti-censorshipsystemssuc asiInfranet [3].
First, a client may arousesuspicionby attempting to corntact a recertly-blo cked
proxy. However, this weaknesss no worsethan that which existsin the original
Infranet design. Second,the hopping sequencebetween proxies must be chosen
sothat both the hopping interval and the proxies betweenthe client hops seems
like a reasonablebrowsing pattern for a normal user. Becausethe keyspacehop-
ping schedule we have preseried doesnot rely on client-speci ¢ time intervals, a
censorcould potentially singleout anti-censorshipclients by correlating browsing
request patterns with other known anti-censorship clients. Designing a hopping
schedulethat doesnot arousesuspicionis a challenging problem for future work.

Infranet clients should make visible requeststo proxiesin a way that pre-
senesclient deniability. Keyspacehopping doesnot a ect this aspect of client
deniability sinceit only a ects how a client hops between proxies (i.e., between
\responders", in Infranet parlance), not the visible requeststhe client makesto
any particular responder.
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3 Comm unication through Untrusted Messengers

With the keyspacehopping technique that we described in Section 2, the client
cannot verify the trustworthiness of every proxy that it contacts. In this section,
we describe how to rectify this problem. Speci cally, we decomposethe functions
of the proxy into two distinct modules:the messengerwhich acts asthe gateway,
or accesgoint, to the Internet, and the portal, which deciphersand senesclients'
requests,as shown in Figure 2. The messengeracts as untrusted intermediary
through which the client and portal communicate.®

Becausetrac passeghrough the messengein the sameway that it passes
through the censor,a messengecan mount every attack that a censorcan mount
(as outlined in previous work [3]); in addition, the messengeican disrupt com-
munication betweenthe client and the proxy by failing to deliver padkets to the
intended destination. In this section, we describe how an untrusted messenger
can be implemented in the context of both Infranet and SSL-basedsystems.

3.1 Infranet Messenger

The original Infranet designproposesthat clients circumvent censorsby sending
requestsvia an Infranet requester which hides requestsfor censoredcontent in
a visible HTTP requeststo the Web site of the Infranet resmnder, as shown
in Figure 5. In the caseof Infranet, the responder acts as the portal. To sepa-
rate forwarding messagesrom decading messagesnd serving requests,we use
two separate ertities: the Infranet messenger which is the machine that the
client directly communicates with; and the Infranet respnder, which usesthe
sameupstream and downstream modulation techniques as before. The messen-
ger simply acts as a conduit for the requester and responder's messagesWe
presert an overview of the necessarymodi cations to the original Infranet re-
quester/responder protocol and follow with a discussionon the implications of
the Infranet messengeon deniability and other security properties of Infranet [3].

3 This diers from the Triangle Boy approach, where the messengersi.e., Triangle Boy
nodes) must be (1) widely announced and (2) trusted (since they are intermediaries
in the SSL handshake with the Safeweb server).
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Overview Figure 7 shows the Infranet architecture with the separation of the
Infranet proxy into a messengeand responder (i.e., portal). The Infranet respon-
der functions as before and assumesresponsibility for translating the Infranet
requester'svisible HTTP requestsinto requestsfor censoredcontent. The mes-
sengerinforms the responder about the visible HTTP requestsof certain clients
(e.g., from Section 2, those which should be hopping to its ProxyID), and hides
the appropriate encrypted content in its HTTP responsesfor the appropriate
users. Figures 5 and 6 show the conceptual distinction between the two ver-
sions of the Infranet protocol with and without the messengerFor simplicity,
we discussthe comparisonfor steady-state communication only.

Without Infranet messengersthe requesterhides a messageausing the hiding
function H and an upstream modulation function Uynner known only to the
requesterand responder. In the downstream direction, the responder hides the
requested content with the downstream hiding function (e.g., steganograply),
using a secrethiding key skey known only to the requesterand responder. Using
untrusted messengersioesnot a ect upstream hiding; the messengesimply tells
the responderwhich requestwasmadeby a particular requester,but the message
remainshidden, asfar asthe messengeis concerned.The output of the upstream
hiding function is an HTTP requeststream, and it su ces for the messengeto
passthis requestsequencealirectly to the responder. Note that this isan HTTP
request stream for objects on the messenger'sWeb site, which the responder
canthen decade into messagdragmerts (as described in previouswork [3]). The
responder no longer needsto run a Web site, although the messengemust do
so. Only the requester and responder understand the semariics of the visible
HTTP requeststream.

The downstream communication protocol is similar to that proposedin the
original Infranet design, exceptthat two keys must be usedin the downstream
direction. In the original design,the Infranet responder encrypts and stegano-
graphically embeds the requestedcontent in imagesfrom its Web site that it
would subsequetly serne to the client. In this case,the responder can use the
samekey to encrypt and steganographicallyembed the content.* Howewer, be-
causethe messengelis not necessarilya trusted ertity (i.e., it could in fact be

4 Tedhnically, encryption of the content to be hidden is a part of the steganographic
embedding [10], but we mention both operations separately for clarity.
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a malicious node), the responder must rst separately encrypt the requested
content under a key that is unknown to the messenger However, the messenger
must steganographicallyembed the requestedcontent in its own visible HTTP
responses,and thus needsa separatekey to do so. Of course,the requestermust
know both of thesekeysto successfullyretrieve the hidden cortent; the respon-
der can generatethese keys and sendthem to the requesteras in the original
Infranet design. Thus, the three parties must now cometo agreemem on two
keys: an encryption key, ekey, that is shared between the requesterand re-
sponder, and is unknown to the messengerand a hiding key, skey, which the
requesterand the messengemust know, and the responder may also know.

Analysis and Discussion Infranet providesclient deniability disguising client
request stream as a user's\normal” browsing pattern becausethe requester's
browsing pattern is determined in the same manner as before by an upstream
modulation function as agreedupon by the requesterand responder. Because
intro duction of a messengerdoesnot a ect the requester'suse of an upstream
modulation function, the stream of visible of HTTP requestsand responsesstill
looks innocuous to any erntity that does not know the upstream modulation
function. Solely based on seeingthe HTTP request stream from a client, the
messengehasno more knowledgeabout whether a client is an Infranet requester
or an innocert client; only the responder knows how to map this requeststream
to the requester'shidden message.

In the downstream direction, the messengetknows that it is embedding ci-
phertext in one of its imagesand returning that ciphertext to someclient. How-
ever, it doesnot know 1.) whether that ciphertext contains any useful data or
what that data might be, or 2.) if that ciphertext correspondsto a requestmade
by a particular client. A responder could return bogus content for clients that
are not Infranet requesterswithout the messenger'«knowledge.

Becausewe have separatedthe processof forwarding message$rom decading
these messagesa requester does not needto trust the messengersput it still
needsto trust the responder. This separationallowsthe identit y of respondersto
be widely published, sincea censor'sknowledge about the identities of Infranet
respondersdoesnot enableit to block a client's accesgo the messengersThus,
requesterscan passmessageshrough a setof untrusted messengergwhich, aswe
know from Section2, can be maderesistart to complete discovery and blockage)
to well-known, trusted Infranet responders.

While a malicious messengeicannot distinguish clients that are making re-
questsfor censoredcontent from ordinary Web clients (since only Infranet re-
questersand respondersknow whether the visible HTTP requeststream hasany
hidden semartics), it can certainly disrupt the communication betweenthe re-
questerand responder by refusing to passsomemessage®r messagdragmens
from the requesterto the responder, and vice versa.For example,the messenger
may fail to passsomeURLs that it hearsfrom arequesteralongto the responder;
alternativ ely, it might neglectto embed certain piecesof content in responses
to the requester. These are the sametypes of attacks that the censorcan per-
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form itself at the rew all; previous work provides detailed discussionabout how
to handle thesetypes of attacks [3]. The client can easily detect these types of
attacks|either the responder will serve an incomplete or wrong request, or the
requesterwill not receiwe the full data that it requested.Presumably, this mes-
sengercould then be marked as malicious, faulty, or misbehaving, and removed
from the set of candidate messengers.

3.2 Messengers for SSL-Based Systems

Other existing systems,including Safeweb/T riangle Boy [11], Zero Knowledge's
WebSecure[13], and Peelabooty [15], use an encrypted channel between the
client and the proxy to sendrequestsand receive censoredcontent. Although

thesesystemsdo not provide covert censorshipcircumvertion (SSLis vulnerable
to ngerprin ting attacks, for one [5,12]), these systemsneverthelesspotentially

allow clients to circumvent censorship techniques using one or more proxies.
Nevertheless,these SSL-basedproxy systemscan alsobenet by separating the
proxy into a messengerand a portal, which would allow them to usethe mes-
sengerdiscovery techniques described in Section 2.

It might seemthat we could use a messengeras a conduit for an SSL con-
nection in the sameway that was possiblefor the Infranet messengerin fact,
SSL-basedproxies are lessamenableto the separation of the proxy into a mes-
sengerand a portal|tra ¢ must appear to originate from the messengerbut
the SSL handshale includes a step wherely the portal returns to the client a
certi cate with the portal's public key. Using this naive approac, thesesystems
cannot attain the samelevel of resistanceto blocking that a systemthat is not
based on SSL can achieve. Any modi cations to the SSL protocol itself (e.g.,
remaving this portion of the handshale, etc.) would also arouse suspicionfrom
the censor,which we would like to avoid.

Using onion-routing to tunnel the initial SSL handshale results in connec-
tion establishmen that does not require suspicious modi cations to SSL and
is more robust to the presenceof untrusted messengergl4]. For example, with
knowledge of a messenger'public key, a client can encrypt its half of the SSL
handshale with the messenger'ublic key, and the messengeican unwrap this
and sendit to the portal. The messengemust also establishthe equivalent of a
reply block, sothat the messengeican sendthe portal's half of the SSL hand-
shake encrypted badc to the client. Using the discovery mechanisms proposed
in Section 2, however, it is not possiblefor the client to trust the messenger's
public key. To achieve greater assurancethat these untrusted messengerswill
not compromisethe client's con dentialit y, the client can specify that the ini-
tial handshale be routed through multiple messengersAn alternativ e approac
would be to use Tarzan [4] to establish the initial SSL handshale, or even to
conduct the ertire communication over Tarzan.
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4 Conclusion

We have presented the proxy discovery problem which is faced by every proxy-
basedanti-censorship system: how can clients discover the proxies that will as-
sist them in gaining accessto censoredinformation without having the censor
discover and block these proxies? Becausea censor can discover proxies both
in-band (by becominga client itself) and out-of-band (by actively scanning for
proxies, or by noticing odd trac patterns betweenclients and suspected prox-
ies), our techniquesensurethat it is di cult for a censorto discover more than a
small subsetof all proxies using either method. We have proposedkeysgace hop-
ping, which defendsagainst both in-band and out-of-band widespreaddiscovery
by any oneclient. Becauseead client selectsits proxy from a set determined by
client-speci ¢ information that is not easily forged (i.e., the client's IP network),
it is dicult for any one client to discover a large set of proxies. In addition,
proxies are con gured to \hop" with clients, soead onewill only act asa proxy
for somesmall subsetof clients at any given time.

Becausekeyspacehopping does not allow clients to choose speci ¢ proxies,
clients must useuntrusted hostsasgateways to the uncensoredinternet. To rem-
edy this problem, we have separatedthe functions of the proxy into two distinct
componertsjan untrusted messengerwhich clients discover through keyspace
hopping and only seneto passalong clients' hidden messageso portals, widely-
known and trusted hostswith which clients communicate to requestand retrieve
censoredcontent. Although messengersave the ability to disrupt communica-
tion betweenclients and portals, messengergannot distinguish anti-censorship
clients from innocuous clients.® This separation also allows the identities and
public keys of portals to be widely-published, since knowledge of these hosts
doesnot allow a censorto block accessto messengers.

This paper preserts many possibilities for future work. We intend to de-
velop a prototype of our proposed designs for use with Infranet. Designing
a keyspacehopping sequencethat more closely mimics the habits of normal
browsing remains an open question. The proxy discovery problem mirrors the
structure of \leaderlessresistance"saocial networks, which are composedof small,
independertly-op erating setsand arerobust to in Itration by disruptiv eagerts [2];
we may gain insight into the proxy discovery problem by studying the structure
of these networks more closely
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