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Abstract

Recently, signi�cant efforts have focusedon develop-
ing novel data-processingsystemsto supporta new class
of applications that commonlyrequire sophisticatedand
timelyprocessingof high-volumedatastreams.Early work
in stream processinghas primarily focusedon stream-
oriented languages and resource-constrained, one-pass
query-processing. High availability, an increasinglyimpor-
tant goal for virtually all dataprocessingsystems,is yet to
beaddressed.

In this paper, we �r st describehow the standard high-
availability approachesusedin data managementsystems
can be applied to distributed streamprocessing. We then
propose a novel stream-orientedapproach that exploits
the uniquedata-�ow nature of streamingsystems.Using
analysisand a detailedsimulationstudy, we characterize
the performanceof each approach and demonstrate that
thestream-orientedalgorithmsigni�cantly reducesruntime
overheadat theexpenseof a smallincreasein recoverytime.

1 Intr oduction

High availability is a key goal of virtually all existing
datamanagementsystems[8, 17, 19, 21]. As critical appli-
cationsmove on to the Internet,providing highly available
servicesthat seamlesslyandquickly recover from failures,
is becomingincreasinglymoreimportant.Thestandardap-
proachto achieving high-availability (HA) involves intro-
ducingsparebackupserversthat take over theoperationof
primary serverswhenthe latter fail. In this approach,often
calledprocesspairs [3, 9], eachprimaryserver periodically
sendscheckpointmessagesto its backup.Upon the failure
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of theprimary, thebackupimmediatelytakesover from the
most recentcheckpoint. Processpairsprovide single-fault
resilienceanda shortrecovery time but imposea high run-
time overheaddueto checkpoints(addedprocessingdelays
andbandwidthutilization).

Recentlytherehasbeensigni�cant activity in thedevel-
opmentof novel dataprocessingengines:streamprocessing
engines[1, 2, 4, 5, 15, 18]. The goal of theseenginesis
to betterserve a new classof dataprocessingapplications,
called stream-basedapplications, wheredatais pushedto
thesystemin theform of streamsof tuples,andqueriesare
continuouslyexecutedover thesestreams. Theseapplica-
tionsincludesensor-basedenvironmentmonitoring(cartraf-
�c, air quality), �nancial applications(stock-pricemonitor-
ing, ticker failuredetection),assettracking,andinfrastruc-
turemonitoring(computernetworks,bridges).

Many stream-basedapplications are inherently dis-
tributed. Signi�cant gainsin scalabilityandef�ciency can
be achieved if multiple distributedserverscollectively pro-
cessandaggregatedatastreamsasthey areroutedfrom their
pointsof origin to the target applications.To this end,re-
centattentionhasalsobeengearedtowardextendingstream-
processingenginesto distributedenvironments[5, 7].

To achieve high availability in a distributed stream-
processingsystem(DSPS),oneneedsto devisea setof al-
gorithmsthat performthe following tasks:(1) periodically
andincrementallysave (or replicate)thestateof processing
nodes,(2) detectfailures,(3) chooserecoverynodes,(4) re-
generatethemissingstatefromthesavedstatewhenafailure
occurs,and(5) handlenetwork partitions.In this paper, we
address(1) and(4). We proposea new mechanismto ef�-
cientlysavethestateof anyprocessingnodein a DSPSand
re-generateit whena failureoccurs.

We �rst describehow two process-pair-basedalgorithms
can be adaptedto provide high availability in DSPSs:(1)
passivestandby: In this approach,each primary server
(a.k.a. node)periodicallysendscheckpointmessagesto a
backupnode. For our purposes,thesemessagescontain
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Figure 1. Runtime overhead and reco very time for
various high­a vailability appr oaches

the stateof eachoperatorand the contentsof operatorin-
put queues.If theprimaryfails, thebackuptakesover from
thelastcheckpoint;(2) activestandby: In thissecondvariant
of process-pairs,eachprimarynodealsohasabackupnode.
Unlikepassivestandby, thesecondaryprocessesall tuplesin
parallelwith theprimary.

Given the high volume of data and the high process-
ing rate found in streamingapplications,the overheadof
process-pair-basedapproachesrendersthem heavyweight
for streamprocessingsystems. We thereforeproposea
new approach,calledupstreambackup, thatexploitsthedis-
tributedandstreamingnatureof the processingin a DSPS
to reducethe runtimeoperationoverheadwhile tradingoff
only a small fractionof the recovery time performance.In
this approach,upstreamnodes(in the processing�o w) act
asbackupsfor theirdownstreamneighborsby preservingtu-
plesin theiroutputqueuesuntil theirdownstreamneighbors
have processedthem. If any of theseneighborsfails, up-
streamnodesreplaytheloggedtuplesona failovernode.

Figure1 illustratesthebasicdifferencesamongthethree
approaches.Thetraditionalprocess-pairapproaches(active
andpassive standby)typically incur high overheadat run-
time to achieve short recovery times. The new upstream
backupapproach,in contrast,incursrelatively low run-time
costattheexpenseof longerrecoverytimes.Recoverytimes
arein theorderof millisecondsfor all threeapproaches.

We useanalysisanda detailedsimulationstudyto quan-
titatively characterizethesetradeoffs and to comparatively
evaluatethe approacheswith respectto the overheadsthey
incur during runtimeandrecovery. We �nd that upstream
backupsigni�cantly reducesruntime overheadcompared
with bothtypesof process-pair-basedapproaches.We �nd,
on average,a 95% reductionin bandwidthutilization for
high availability purposes.Using upstreamnodesasback-
ups increasesrecovery time especiallycomparedwith ac-
tive standby. Interestingly, we �nd that the recovery time
of upstreambackupis almost identical to that of passive
standby(both approachesre-transmittuplesfrom upstream
nodesthrougha recovery nodeand re-processon average
half a checkpointinterval). The gainsin runtimeoverhead
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Figure 2. Query execution in a DSPS: Multiple
nodes collaborate in solving a quer y. Each node
runs a subset of operator s

thereforemorethanjustify asmallincreasein recoverytime.
The restof this paperis organizedasfollows. We pro-

vide somebackgroundon stream-processingin Section2
anddescribethehigh-availability problemin Section3. We
presentthethreeapproachesin Section4 andevaluatethem
in Section5. We summarizerelatedwork andconcludein
Sections6 and7.

2 Background

A datastreamis a continuoussequenceof tuplesgener-
atedby a datasource.Unlike the“process-after-store”data
in traditionaldatabasesystems,streamingtuplesaregener-
atedin real time and needto be processedas they arrive,
beforebeingstored.Severalrecentprojects[1, 2, 5] aim to
addressthisfundamentaldifferenceandarebuilding stream-
processingsystems.We usethe Aurora datastreamman-
ager[1] asour referencemodel. Our results,however, are
generalandapplicableto otherstreamprocessingmodels.

Aurora is a data-�ow-orientedsystemwhereprocessing
is representedby a boxes-and-arrowsparadigmpopularin
most process-�ow and work-�o w systems. In an Aurora
node, tuples �o w through a query-network: a loop-free,
directedgraphof processingoperators(alsocalledboxes),
such as shown in Figure 2. Ultimately, output streams
arepresentedto applications. Aurora queriesarespeci�ed
by applicationdevelopers(within applications)or usersby
meansof a GUI tool. In bothcases,queriesarebuilt from a
standardsetof well-de�ned operators[1].

Aurora is designedto run on a single server. Aurora*
andMedusa[7] aretwo DSPSsthatuseAuroraastheircore
single-siteprocessingengine. Aurora* and Medusatake
queriesdestinedto Aurora andpartition themacrossmul-
tiple computingnodesandevenmultiple administrativedo-
mains. Figure2 shows an exampleof a querydistribution
that would occur in a DSPSsuchas Aurora* or Medusa.
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In this �gure, multiple streamsarrive from variousstream
sources.Thesestreamsare �rst processedby a setof op-
eratorsat nodesN i and Nk . Streamsresulting from this
processingare then transmittedto nodeN j , and to other
nodes.Hence,eachnodecanhave multiple outputstreams
andeachoutputstreamcanbeforwardedto multiple down-
streamneighbors.Sincemessages�o w on a pathfrom N i

to N j , N i is said to be upstreamof N j , andN j is said to
be downstreamof N i (samefor Nk andN j ). Eventually,
tuplesenteringN j areprocessedby operatorsat N j andre-
sulting tuplesareforwardedto client applications,possibly
onmultiple streams.

Streamscrossingnode boundariesare associatedwith
outputqueues, which areusedto storetuplestemporarily.
Each high-availability approachusestheseoutput queues
differently, asdiscussedfurther in Section4. Operatoralso
have input queuesthroughwhich they receive tuples.These
queuesareconsideredto bepartof eachoperator'sstateand
arenot representedin the�gure.

3 ProblemDescription and Assumptions

Somestreamingapplicationsaremoretolerantto failures
thanmostdataprocessingapplications.If somedatais lost,
sayin asensor-basedenvironmentalmonitoringapplication,
theapplicationcansafelycontinuemostof thetime. Other
streamingapplications,however, cannottoleratedataloss,
requiring that all tuplesget processedcorrectly. Most �-
nancialapplicationsfall into this lattercategory. Supporting
suchapplicationshencerequiresthe developmentand im-
plementationof algorithmsfor high availability, wherethe
systemcanrecover from nodefailureswithout lost tuplesor
failedqueries.The recovery mustalsobe relatively “f ast”,
asmost streamingapplicationsoperateon dataarriving in
realtimeandexpectresultsto beproducedin realtime.

In this paper, we investigatehigh-availability approaches
for a DSPSto survive any singlefailure without losing tu-
plesandwithout stoppingtheprocessingof any query. Al-
thoughwefocusonsingle-fault tolerance,wearguethatour
approachesareeasilyextensibleto higherdegreesof fault
toleranceandprovidehintstowardthis direction.

Wedescribeourproblemmorepreciselyasfollows.Con-
sider a boxes-and-arrows query-network embeddedin an
overlaynetwork of nodesconnectedover theInternet.Each
node N i containsa subsetof operatorsfrom the query-
network. In caseof a failureof any nodeN i , thegoalof the
high-availability algorithmis to beableto re-starttheoper-
atorsthatwererunningat N i on a live nodeN j andresume
theprocessingin a mannerthatresultsin no lost tuples.

In our analysis,we make the following simplifying as-
sumptions.First,weassumetherearenonetwork partitions.
Second,we assumethat thereare no cycles in the distri-
bution of a query-network acrossnodes.In reality, we can
avoid cyclesby prohibiting their creationwhenqueriesare
�rst set-upandby constrainingthe locationwherepartsof

any querycanbe moveduponfailure or load re-balancing.
Avoiding cyclespreventsa nodefrom accidentlybecoming
its own backup. Third, the focusof this paperis on tech-
niquesto saveandrecoverthestateof processingnodes.We
considerfailure detectionandchoiceof recovery nodesas
a separateaspectof high availability that is a researchissue
on its own and is outsidethe scopeof this paper. Fourth,
in this initial work, we only addressoperatorsthat oper-
ate on individual tuples; we do not supportoperatorsthat
requirewindows or persistentstorage. Thereforewe sup-
port �lter , map, andunionoperatorsfrom Aurora'slanguage
SQuAl [1]. We plan to addressthe remainingoperatorsin
futurework. Fifth, we assumethatdatasourcesthemselves
arecapableof temporarilystoring the tuplesthey produce
until they receiveanacknowledgmentfrom theDSPS.

4 High-Availability Approaches

In this section,we describethreealternateapproachesto
achieve single-fault tolerancein a DSPS.We �rst describe
passivestandby, anadaptationof theprocess-pairsmodelto
streamprocessing,wherethebackupserver is passive. We
thenintroduceour new algorithmcalledupstreambackup.
We �nally describeactive standby, thesecondadaptationof
the process-pairsmodelsthat alsorelieson someconcepts
introducedin upstreambackup.We discusshow eachtech-
niquecanbe extendedto supportmultiple failures. We �-
nally addressthe issueof duplicatetuplegenerationduring
recovery.

4.1 PassiveStandby

In this section,we discussprocesspairs with passive
backupand how they can be appliedto a DSPS.We call
our adaptedapproachpassivestandby. The Tandemsys-
tem[21], which aimsat providing nonstoptransactionpro-
cessing,is oneexampleof systemthatachievessingle-fault
tolerancethroughprocesspairs[3, 9]: a primaryprocessis
associatedwith a backupprocessthat will take over when
theprimaryprocessfails. To keepthestateof bothprocesses
synchronized,theprimarysendscheckpointmessagesto the
backupatcritical pointsduringexecution.

Themainadvantageof processpairsis a shortfailurere-
coverytime,achievedby having thebackupholdacomplete
andrecentsnapshotof theprimary's state.Themaindraw-
backis thebandwidthrequiredto theperiodictransmission
of possiblylargecheckpointmessages.Additionally, in pas-
sive standby, theprimarysendscheckpointmessagesto the
backupsynchronouslyto ensurestateconsistency at theex-
penseof addeddelaysin normaloperations.For instance,
theprimarydoesnot commituntil thecheckpointeddatais
available at the backup[19]. It is possibleto reducethe
processingdelaysby making the primary and backuprun
asynchronously:theprimarydoesnotwait for acknowledg-
mentsfrom thebackupbeforeproceedingpastacheckpoint.
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This approach,however, mayleadto datalossesor statein-
consistenciesif theprimaryfailswhile sendingacheckpoint
messageto thebackup.

To adaptthe passive-standbymodel to a DSPS,we as-
sociatea standbynodewith eachprimary nodeandhandle
failuresat the granularityof nodes.Eachcheckpointmes-
sageshouldthuscontainthestateof thequery-network run-
ningatanode.Thisstateis capturedby: theinternalstateof
eachoperator, the contentsof operator's input queues,and
thecontentsof a node's outputqueues.To avoid losingany
tuplesthat are in-�ight betweentwo nodeswhena failure
occurs,outputqueuesshouldpreservetuplesuntil they have
beencheckpointedand acknowledgedby the downstream
nodes.Furthermore,to reducethe sizeof checkpointmes-
sages,downstreamnodescanacknowledgetuplesonly after
they have beenprocessedby the �rst setof operators,thus
completelyavoiding checkpointingthecontentsof their in-
put queues(exceptfor the identi�ers of the latestacknowl-
edgedtuples).

The frequency of checkpointmessages,speci�ed by the
checkpoint interval, determinesthe tradeoff betweenrun-
time overheadand recovery time. Frequentcheckpoints
shortenrecovery time sincelessprocessingneedsto be re-
peatedbut increaseruntimeoverheadby increasingboththe
bandwidthusedto transmit checkpointmessagesand the
processingrequiredto createthem.

Whenaprimaryfails,thebackuptakesoverandsendsall
tuplesfrom its outputqueuesto the primary's downstream
neighbors. Also, the failed primary's upstreamneighbors
startsendingtuples(includingthosein their outputqueues)
to thebackup,whichstartsprocessingthemstartingfrom the
latestacknowledgedtuples. When the old primary comes
backup, it becomesthenew secondary.

4.2 UpstreamBackup

Giventhesigni�cant overheadof process-pair-basedap-
proaches,we proposean alternatemodelthat leveragesthe
network-�o w formof processingto reduceruntimeoverhead
at theexpenseof a small increasein recoverytime.

In thisapproach,upstreamnodesactasbackupsfor their
downstreamneighbors. For instance,in thenetwork shown
on Figure2, nodesN i andNk serve asbackupsfor node
N j . To serveasbackup,eachnodeholdstuplesin its output
queuesuntil all its downstreamneighborshave completely
processedthem. By doing so, if a downstreamnodefails,
any othernodecanrestorethelost stateby replayingthetu-
plesloggedby theupstreamneighbors.Tuplesaretrimmed
(i.e.,removed)from outputqueuesoncethey havebeenfully
processedby all downstreamneighborsand tuplesresult-
ing from that processinghave safely beentransferredfur-
therdown thenetwork. In Figure2, nodesN i andNk hold
tuplesin their outputqueuesuntil N j andthe otherdown-
streamneighborshave all safely processedthe tuplesand
have forwardedresulting tuplesto the application. If N j
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Figure 3. Overview of inter ­node comm unication in
upstream backup

fails,anothernode,thefailovernode,canrecreateN j 'sstate
by re-processingthetuplesloggedby N i andNk .

We assumethat thedescriptionof thenetwork of opera-
tors runningat eachnodeis storedin a distributedcatalog
andthefailovernodeusestheinformationfrom thatcatalog
to re-constructthemissingnetwork of operators.

With this approach,downstreamnodesmust periodi-
cally inform their upstreamneighborsthat it is safeto dis-
cardsomeloggedtuples.We call suchnoti�cations queue-
trimming messages since their receptionresultsin an up-
streamnodetrimming its output queue. The dif�culty of
generatingthesenoti�cations is twofold. First, for the ap-
proachto scaleand provide fault tolerancein the faceof
multiple concurrentfailures(as discussedin Section4.4),
all noti�cationsmustbeexchangedonly betweenimmediate
neighbors.Second,nodesmustbe ableto mapevery tuple
they producedto the earliestinput tuplesthat wereusedto
generatetheseoutputstuples(asdiscussedin Section4.2.2).

Figure3 showsthreenodes(N i , N j , andApp) anda typ-
ical communicationsequence.When a nodeproducestu-
ples,it transmitsthemto its downstreamneighborandstores
themin its outputqueue.Periodically, eachnodeacknowl-
edgesthe tuplesit receivesby sendinga level-0 acknowl-
edgmentto its immediateupstreamneighbor. Thereception
of thesemessagesindicatesto anodethatsomeof thetuples
it producedhave now beensavedat thedownstreamneigh-
bor. Thenode,N j for instance,cantheninform its upstream
neighbor(N i ), by sendinga level-1 acknowledgment,that
the tuplesthat contributedto producingthe acknowledged
tuplescannow be discardedfrom the upstreamneighbor's
(N i 's)outputqueue.Eachnodetrims its outputqueuewhen
it receivesalevel-1acknowledgment(i.e.,aqueue-trimming
message).Leafnodesin thequery-processinggraph,suchas
N j in Figures2 and3, uselevel-0acknowledgmentsto trim
their outputqueues.

4.2.1 QueueTrimming Protocol

We �rst describethe details of queue-trimmingmessage
generationandoutput-queuetruncationassumingthe exis-
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01. repeatforever
02. wait to receive anAC K (0; So ; v) from N i

03. down bound[0; So ; N i ]  v
04. w  min f down bound[0; So ; N i ] : N i 2 N g
05. if w > min downbound[0; So ]
06. min downbound[0; So ]  w
07. 8Si 2 Sinput suchthat9 a pathfrom Si to So

08. up bound[0; Si ; So ]  cause((So; w); Si )
09. x  min f up bound[0; Si ; So ] : So 2 Soutput g
10. if x > min upbound[0; Si ]
11. min upbound[0; Si ]  x
12. acknowledgeAC K (1; Si ; x)

Figure 4. Algorithm for generating level­1 ackno wl­
edgments

tenceof a functionthatdetermines,for a givennode,which
inputtuplescausedthegenerationof someoutputtuples.We
de�ne this functionascause((So; v); Si ) ! (Si ; u), where
Si andSo identify streams,andu andv identify tuplesonSi

andSo respectively. Givenanoutputtupleidenti�er (So; v)
andan input streamidenti�er Si , this function returnsthe
identi�er, (Si ; u) that marksthebeginningof thesequence
of tuplesonSi necessaryto regenerate(So; v). Wedeferthe
discussionof this functionto Section4.2.2.

To avoid possible loss of tuples in-�ight between
neighbors,nodesgeneratequeue-trimmingmessagesonly
after tuples have safely been received by all down-
streamneighbors.Level-0 acknowledgments,denotedwith
AC K (0; Si ; u), areusedto con�rm tuple receptionat the
applicationlevel. Eachnodeproducesan acknowledgment
for every M n tuplesit successfullyreceives,every M s sec-
onds,or whicheveroccurs�rst. Intuitively, aloweracknowl-
edgmentfrequency reducesbandwidthutilization overhead,
but increasesthesizeof outputqueuesandtherecoverytime.
We analyzethis tradeoff in Section5.

Whena nodereceiveslevel-0acknowledgmentsfrom all
its downstreamneighborsonall its outputstreams,it noti�es
its upstreamneighborsthat the effectsof processingsome
of their tupleshavebeensavedatall downstreamneighbors.
Thesenoti�cations arecalledlevel-1acknowledgments(de-
notedAC K (1; Si ; u)), sinceusingthemto trim queuesal-
lows thesystemto tolerateany singlefailure.

Figure4 shows thepseudocodeof thealgorithmfor gen-
eratinglevel-1 acknowledgments.Basically, every time all
downstreamneighborsonastreamSo acknowledgea tuple,
thenodemapsthat tuplebackup onto theearliestinput tu-
ple, on eachinput stream,that “caused”it. For eachinput
stream,the nodeidenti�es the mostrecenttuple whoseef-
fect haspropagatedin sucha manneron all outputstreams.
Thenodeproducesa level-1acknowledgmentfor thattuple.

In this �gure, we denote with N the set of down-
streamneighborsof a node,and with Sinput and Soutput

the setsof all input and output streamsrespectively. We

01. repeatforever
02. wait to receive anAC K (1; So ; v)
03. down bound[1; N i ; So ] = v
04. w  min f down bound[1; N i ; So ] : N i 2 N gg
05. if w > min downbound[1; So ]
06. min downbound[1; So ]  w
07. trim outputqueuefor So

up to but excludingmin downbound[1; So ]

Figure 5. Queue­trimming algorithm perf ormed by
each node

also denotewith Si [u], tuple u on streamSi and with
(Si ; u), the identi�er of that tuple. Each node uses
mapdown bound[0; So; N i ] to remember, for eachoutput
stream,the latest tuple acknowledgedat level-0 by each
downstreamneighbor, and min downbound[0; So] to re-
memberthe latesttuple acknowledgedby all theseneigh-
bors. Similarly, to keep track of input tuples for which
queue-trimmingmessagescan be issued,eachnode uses
mapup bound[0; Si ; So] andmin upbound[0; Si ].

The detailedalgorithm for generatinglevel-1 acknowl-
edgmentsin Figure 4 proceedsas follows. When a node
receivesa level-0 acknowledgmentfrom a neighborN i for
a streamSo, it updatesthevalueof the last tuple acknowl-
edgedby that neighboron that stream(line 02-03 ). The
noderecomputesthe minimum valueacknowledgedacross
all neighborsfor that stream(line 04). If thevaluehasin-
creased(lines 05-06 ), the acknowledgedtuple is mapped
onto eachinput streamSi that contributesto tuplesof So.
The valuesresulting from thesemappingsare written in
up bound(lines07-08 ). Theactualtuple thatdetermines
thenew trimming boundon eachstreamSi is theminimum
of all valuesin up bound, associatedwith Si (lines09-11 ).
Thenodegeneratesa level-1acknowledgment(line 12) for
that tuple(asa directoptimization,nodescanalsogenerate
level-1acknowledgmentsperiodically).

As the upstreamneighborreceiveslevel-1 acknowledg-
ments,it trims its outputqueuesup to themaximumvalues
acknowledgedat level-1 by all its downstreamneighbors.
Figure5 showsthedetailedalgorithm.

Figure6 illustratesoneiterationof theupstream-backup
algorithms on one node. Figure 6(a) shows node Na

receiving level-0 and level-1 acknowledgmentsfrom two
downstream neighbors Nb and Nc: AC K (0; S3; 125),
AC K (0; S3; 123), AC K (1; S3; 50), and AC K (1; S3; 55).
Tuple S3[50] hasthus beenacknowledgedby both neigh-
bors at level-1 and can be usedto trim the output queue
(Figure6(b)). Tuple S3[123] hasnow beenacknowledged
by both downstreamneighborsat level-0. S3[123] maps
onto input tuples identi�ed with (S0; 200) and (S1; 100)
which can thus be acknowledgedat level-1. While pro-
cessingacknowledgments,thenodereceivestuplesS0[901]
andS1[257]from its upstreamneighbors.Thenodecanac-
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(a) A nodereceives acknowledgmentsfrom its downstreamneigh-
bors,while receiving new tuplesfrom its upstreamneighbors.In the
�gure, the�lter operatoralsoproducesa new tuple.
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(b) The node maps the lowest level-0 acknowledgmentreceived,
(S3 ; 123), onto level-1 acknowledgmentson all its input streams.
The nodetrims its outputqueueat the lowest level-1 acknowledg-
mentreceived: (S3 ; 50). Thenodealsoplacesnew tuplesproduced
in its outputqueue.

Figure 6. One iteration of upstream­bac kup

knowledgethesetuplesat level-0,assumingM n = 1.

4.2.2 Mapping Output Tuplesto Input Tuples

To generateappropriate level-1 acknowledgmentsfrom
level-0 acknowledgments,a nodemust map arbitrary out-
put tuples to the earliest input tuples that contributed to
their production, i.e., the node must be able to compute
(Si ; u)  cause((So; v); Si ). Sucha mappingis operator
dependent.Forsimpleoperatorssuchas�lters ormaps,each
outputtuplecorrespondsdirectly to an input tuple. For op-
eratorsthatmanipulatewindowsof tuplesor preservesome
temporarystate,thesameapproachcanalsobeappliedbut
only if theoperatorsareableto identify, at any giventime,
the �rst tupleon eachof their input streamsrequiredto re-
generatetheir completecurrentstate.For a query-network,
thecausefunctionmustyield theoldest(basedon a locally
assignedsequencenumber)input tuple that contributesto
thestateof any operatorin thenetwork.

Themappingis facilitatedby appendingqueue-trimming
offset-indicators to tuples as they travel through opera-
tors on a node. For any tuple (S;w) (on an intermedi-
ate streamor an output stream),theseindicators,denoted
with indicator s((S;w)) , representthe setof input tuples,
(Si ; u), thatcausetheproductionof (S;w): each(Si ; u) is
theoldestinput tupleonSi necessaryto generateS[w].

Whena tuple Si [u] entersa node,its indicatorsarethus
initializedto thetupleitself. Figure7 presentsthealgorithm

1. At eachoperatorbox b
2. for eachoutputtupleproducedb:So [v]
3. 8b:Si 2 b:Sinput

4. getoldeststate-contributing tuple(b:Si ; u)
5. if indicator s(b:Si ; u) = ;
6. indicator s(b:Si ; u)  f (b:Si ; u)g
7. 8i 2 indicator s(b:Si ; u)
8. indicator s(b:So ; v)  indicator s(b:So ; v) [ f i g

Figure 7. Algorithm for setting queue­trimming
offset­indicator s on output tuples, at each box

for appendingandcomposingindicators.Whenanoperator
bproducesa tuple,it determinestheoldesttuplein its input
queuethathascontributedto thestateyielding theproduc-
tion of the new tuple (lines 02-04 ). The operatorreads
the indicatorsfrom the input tupleandappendsthemto the
indicatorsof theoutputtuple(lines07-08 ). The�rst oper-
atorsto seetuplesinitialize their indicators(lines05-06 ).
The last operatorsto seetuplesbeforethey are forwarded
to downstreamneighbors(the outputoperators)keepindi-
catorsin outputqueues,but they do not sendthemfurther
(not shown). Operatorswith multiple inputsappendmulti-
ple indicatorsto output tuples,oneindicatorper input that
actually contributedto the generation of the tuple. For in-
stance,aunionoperator[1] wouldonly appendtheindicator
for thestreamfrom which theoutputtuplewasissued.

Applying the causefunction thus consistsin reading
the set of indicatorsof a tuple in the output queue: i.e.,
cause((So; v); Si ) = f (Sx ; y) 2 indicator s((So; v)) :
x = ig. Due to operatorssuch as union, however it
is possible that there exists a path from Si to So but
cause((So; v); Si )) returnsan emptyset. In that case,the
valueusedshouldbethe�rst non-emptysetreturnedby the
causefunctionfor thetuplesprecedingu onSo.

Operatorswith low selectivity may unnecessarilydelay
queue-trimmingby producingoffset-indicatorsat a coarse
granularity. To avoid this problem,theseoperatorsmay in-
troduce�ow tuples(i.e., null output tuples)which are for-
wardedunchangedthroughall theoperatorsandonly serve
thepurposeof reducingthegranularityof queuetrimming.
Flow tuplesarenot forwardedto downstreamneighbors.

Figure 6 shows an example of executing the offset-
indicator managementalgorithm. In Figure 6(a), the
�lter operatorproducestuple S2[500] which corresponds
to the previously received input tuple S0[900]. Hence,
indicator s((S2; 500)) = f (S0; 900)g. In Figure6(b), the
union operatorprocessestuples S2[500] and S1[257] to
produceS3[187]andS3[188]respectively. Thesetuplesare
forwardedto downstreamneighborsandplacedin theoutput
queue. Moreover, indicator s((S3; 187)) = f (S0; 900)g
and indicator s((S3; 188)) = f (S1; 257)g. Therefore,
cause((S3; 188); S0) = (S0; 900), cause((S3; 188); S1) =
(S1; 257), and cause((S3; 187); S0) = (S0; 900).
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cause((S3; 187); S1) dependson the indicators on the
tuplesprecedingS3.

4.3 Active Standby

Finally, the last approachthatwe studyis a variationof
processpairs but usessomefeaturesof upstreambackup.
We call this approachactive standby. Similarly to passive
standby, eachprocessingnodehasa dedicatedsecondary
node. Unlike passive standby, however, secondarynodes
actively obtaintuplesfrom their primaries'upstreamneigh-
borsandprocessthemin parallelwith their primaries.

Themainadvantageof active standbyis its fasterrecov-
ery time comparedwith passive standby. In active standby,
whena backupnodetakesover, it doesnot needto repeat
all processingsincethelastcheckpoint,becauseit keptpro-
cessingtupleseven whenthe primary wasdown. This ad-
vantage,however, comesat the cost of using extra band-
width for sendinginput tuplesto the secondaryandusing
extraprocessingpower for duplicatingall processing.

In active standby, secondarynodeslog the tuples they
producein outputqueueswithout sendingthem. Thesetu-
plesarediscardedonly whenthe primary nodedeliversall
the correspondingtuples to its downstreamneighbors. If
theprimaryfails, thesecondarytakesover andre-sendsthe
loggedtuplesto all downstreamneighbors.

Since the primary and secondarymay scheduleopera-
tors in a differentorder, they might have differenttuplesin
theiroutputqueues.Thismakesthetaskof boundingoutput
queuesat thesecondaryparticularlydif�cult. We tacklethis
problemby exploiting queue-trimmingoffset-indicatorsin-
troducedin Section4.2.2.Whena primaryreceivesa level-
0 acknowledgementfrom all its downstreamneighborson
a stream,it extractstheoffset-indicatorsfrom theacknowl-
edgedtuplesandusesthemto composea queue-trimming
messagefor the secondarynode. Whenthe secondaryre-
ceivesthatmessage,it retrievesthetrimmingboundfor each
outputqueueanddiscardstheappropriatetuples.

We use the example from Figure 6 to illustrate active
standby. When AC K (0; S3; 125) and AC K (0; S3; 123)
arrive, nodeNa determinesthat S3[123] is now acknowl-
edgedat level-0 by both downstreamneighbors.Sincetu-
pleS3[123]mapsontoinput tuplesidenti�ed with (S0; 200)
and (S1; 100), the set of identi�ers f (S0; 200); (S1; 100)g
is addedto the queue-trimmingmessageastheentryvalue
for S3. When the secondaryreceives the queue-trimming
message,it discardstuplesu (from theoutputqueuecorre-
spondingto S3)for whichbothcause((S3; u); S0) returnsa
tupleolder than(S0; 200) andcause((S3; u); S1) returnsa
tupleolderthan(S1; 100).

4.4 K­safety

Toleranceto single failures signi�cantly increasesthe
availability of a system.However, circumstancesmayarise

wheremultiple nodesfail concurrently(anerror in a recent
upgrade,a large-scalenaturalcatastrophe,or even an un-
likely coincidence).All approachesdescribedabovecanbe
extendedto provide a higherdegreeof fault tolerance,al-
lowing thesystemto survive concurrentfailuresof up to K
nodes.We call suchresilienceK-safety.

To achieve K-safety with passive or active standby, K
backupnodesmustbe associatedwith eachprimary node.
Each backup must receive checkpointmessagesor must
processtuplesin parallelwith the primary. To extend the
upstream-backupapproachto K-safety, eachnodemustpre-
serve tuplesin its outputqueuesuntil they have beenpro-
cessedby K consecutivenodesonall K -lengthdownstream
paths. To do so, level-1 acknowledgmentsmust be used
to generatelevel-2 acknowledgments,and so on until a
nodereceivesa level-K acknowledgment.Only level-K ac-
knowledgmentsareactuallyusedto trim outputqueues.

Even with some optimizations, the overheadof high
availability grows linearly with K for all approaches:the
numberof checkpointmessagesor thenumberof acknowl-
edgmentsis proportionalto K . For the upstream-backup
model,however, therateof theincreaseis muchlowersince
the basicsingle-fault-toleranceoverheadis low. This ap-
proachis thusbettersuitedto achievehigherfault tolerance.

4.5 Duplicate Tuples

All threeapproachesmaygenerateduplicatetuplesdur-
ing failure recovery. With passive standby, when the sec-
ondarytakesover, it resendsall tuplesnotyetacknowledged
at the momentof the last checkpoint. Since the primary
could have failed after sendingthesetuples,they might be
receivedtwice by downstreamnodes.Duplicates,however,
aretrivial to eliminateusingthetupleidenti�ers, becausethe
tuplesareexactly thesameastheoriginalones.

For upstreambackup,duplicateeliminationis somewhat
moreinvolved. Whena failureoccurs,thebackupnodere-
processesall tuples loggedin the output queuesand pro-
ducesnew tuples. Thesenew tupleshave thesamecontent
astheoriginalones,but they mayappearin adifferentorder.
Duplicateeliminationis thereforemosteasilyperformedby
theclient itself in anapplication-speci�cmanner. Wedonot
addressduplicateeliminationin this paper.

Active standbyalsodoesnot guaranteethatprimaryand
secondarynodesarealwaysin exactly the samestate. Al-
thoughboththeprimaryandsecondarynodesprocesstuples
in parallel,they mayscheduleoperatorsin a differentorder.
Duringrecovery, theactive-standbyapproachmaytherefore
generateduplicatetuples,asin thecaseof upstreambackup.

5 Evaluation

In thissection,weuseanalysisandsimulationto evaluate
andcomparethebasicruntimeoverheadandrecovery-time
performanceof thethreehigh-availability approaches.
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Parameter Meaning Value

Stream Rate (tu-
ples/sec)

# of tuples generatedby a stream
sourcepersec.

500

Tuple Processing
Cost(microsec.)

Time for an Aurora box to process
onetuple

10

TupleSize(bytes) Sizeof a tuple 50
Tuple Identi�er Size
(bytes)

Sizeof a tupleidenti�er 8

Selectivity For eachbox the expectedvalueof
# of outputtuplesemitted

# of input tuplesconsumed

variable

Network Delay(mil-
lisec.)

Network link latency betweenany
pairof nodes

5

Network Bandwidth
(Mbps)

Bandwidth between any pair of
nodes

8

Failure Detection
Delay(millsec.)

Delayto detectthefailureof anode 100

Failure Duration
(sec.)

Timefor a failednodeto recover 100

Queue-Trimming In-
terval (millisec.)

Time interval between consecu-
tive queue-trimmingmessages(up-
streambackup,eagerstandby)

variable

Checkpoint Interval
(millisec.)

Time interval betweenconsecutive
checkpointmessages(process-pair)

variable

Table 1. Simulation parameter s

Measure Meaning

Processing
Delay(millisec.)

Timedifferencebetweenthemomentanoutputtu-
ple t wasproducedandthemomenttheearliesttu-
ple thatcontributedto generatingt wasproduced.

Partial Recovery
Time(millisec.)

Timeinterval betweenthedetectionof afailureand
the receptionof the �rst non-duplicatetuple by a
node(or application)downstreamfrom thefailure.

Full Recovery
Time(millisec.)

Timeinterval betweenthedetectionof afailureand
the momentwhenthe tupleend-to-endprocessing
delayreturnsto thepre-failurevalue.

Relative HA
Overhead

total datatransferredfor highavailability
total datatransferredfor tupleprocessing

Table 2. Measured statistics

5.1 Simulation Envir onment

We built a detailed simulator modeling a distributed
stream-processingenvironment. The simulator, imple-
mentedusing CSIM [16], models(1) streamsourcesthat
continuouslygeneratetuplesand inject them into the sys-
tem, (2) processingnodeson which operators,speci�ed as
partof querynetworks,processtuplesandproducenew tu-
ples,and(3) client applicationsthatactastuplesinks.Each
experimentwasrunfor � vesimulationminutesfor warm-up
andanother10 simulationminutesfor statisticscollection.
Unlessindicatedotherwise,eachpoint shown in a �gure is
anaverageresultof 25 independentsimulationruns.Tables
1 and2 summarizethesimulationparametersandthemea-
suredstatisticsthatwe useasmetrics,respectively.

5.2 BasicRuntime Overhead

We �rst comparethe overheadof the approachesusing
a simple scenario,wherethe systemconsistsof only two
nodes,oneupstreamfrom theother. Eachnoderunsasingle

Parameter Values Default

Selectivity 0.2,0.4,0.6,0.8,1.0 1.0
Q. Tr. Interval (millisec.) 10,20,40,60,80,100 10
CheckpointInterval (millisec.) 10,20,40,60,80,100 10

Table 3. Parameter s values used in sim ulations
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Figure 8. High­a vailability overhead for various
queue­trimming or checkpoint inter vals. The 8%
to 100% rang e on the y­axis is remo ved for clarity .

operatorwith a singleoutputstream. Table3 summarizes
the parametervaluesusedfor this micro-benchmark.We
measuretheoverheadduringnormaloperation.

The main componentof overheadis the bandwidthre-
quiredto transmitcheckpointor queue-trimmingmessages.
Outputqueuesalsocontributeto overhead,but sincequeue
sizesand bandwidthutilization are inverselyproportional
and are both determinedby queue-trimmingintervals, we
focusour overheadanalysison bandwidthutilization only.
Longer output queuesalso translateinto longer recovery
timeswhichwe analyzein thefollowing section.

Figure8 showstherelativehigh-availability overheadfor
eachapproachwhenall parametershave their default val-
uesandselectivity is 1.0. The y-axis representsthe over-
headcomputedastheratio (%) of bandwidthusedfor high
availability purposesover thebandwidthusedwithout high
availability. Sincethe overheadincreaseswith increasing
checkpointor queue-trimming-messagefrequency, wecom-
pute the overheadfor variouscommunicationintervals (x-
axis)betweensuchmessages.The�gure showsthatpassive
andactivestandbyincuralmostthesameoverhead(100%to
110%),which is signi�cantly greaterthanthatof upstream
backup(lessthan10%).

Theseresultscan be explained as follows. Since the
noderunsa singleoperator, for passivestandbyeachcheck-
point messagecontainsthesetof tuplesproducedin thelast
checkpointinterval M s aswell as the identi�er of the last
tuple acknowledgedby all downstreamneighbors(i.e., the
headpositionin theoutputqueue).Therefore,all tuplespro-
ducedaretransferredto the backupcreatinga 100%over-
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head.Theadditionaloverheadis dueto thetransmissionof
the headpositions(from primary to secondary)and input-
tuple acknowledgements(from primary to upstreamnode).
Both aregeneratedevery M s seconds.Assumingthat x is
thesizeof tuple identi�ers usedfor headpositionsandac-
knowledgements,thetotaloverheadis then:

Bpassiv e standby =
�cM s + 2x

�cM s
= 1+

2x
�cM s

= 1 +
�

�M s
(1)

where c is the tuple-sizeand � is the tuple arrival-rate.
�cM s is the byte-wiseamountof tuplesreceived andpro-
ducedduring the time-interval M s. A shortercheckpoint
interval, thus increasesoverheadby sendingqueuehead-
positionsandacknowledgementsmorefrequently.

In activestandby, input tuplessentto theprimaryarealso
sentto thebackup,causinga 100%overheadin bandwidth
utilization. Additionally, every M s seca queue-trimming
messageis sent from primary to secondaryand acknowl-
edgementsaresentfrom bothprimaryandsecondaryto the
primary's upstreamneighbor. Active-standby's overheadis
thusjusta little over thatof passivestandbyfor thescenario
simulated(oneextrax-byteidenti�er senteveryM s sec).

In contrast,in upstreambackup,only one level-0 and
one level-1 acknowledgement,per streamcrossinga node
boundary, aresenteveryM s seconds.Theoverheadis thus:

Bupstr eam back up =
2x

�cM s
=

�
�M s

(2)

Thekey advantageof upstreambackupis thereforeto avoid
sendingduplicatetuplesto backupnodes.

5.3 BasicRecovery Time

Wenow considerthetimeto recoverfrom singlefailures.
We usethesamenetwork con�gurationasabove: onenode
upstreamof oneother, eachnoderunningoneoperator. We
simulatethefailureof thedownstreamnodeandtherecovery
of thefailedpieceof Auroranetwork onathird sparenode.1

We analyzetheend-to-endtupledelayduringfailureand
recovery andmeasuretherecovery times(asde�ned in Ta-
ble2) of eachapproach.Figures9 and10presenttheresults
obtained.In Figure9, eachpoint representsa tuple: thex-
coordinateindicatesthe time whentheapplicationreceives
the tuple, with the failure occurringat time 0 sec. The y-
coordinaterepresentstheend-to-endprocessingdelayof the
tuple. Using active standbyas illustration, the �gure also
summarizesthemainparametersof recovery. Whena fail-
ure occurs,it takes D msecbeforethe failure is detected
(100msecin thesimulation).Oncerecovery starts,it takes
P msec,thepartial recovery time, for theapplicationto re-
ceive the �rst non-duplicatetuple. It takesR msecfor the
end-to-endtupledelayto gobackto its valuebeforefailure.
At thatpoint, therecovery is fully completed.

1In passive standbyand active standby, whena nodefails, its query-
network is recoveredon a pre-assignedbackupnode.In upstreambackup,
recovery canbeperformedonany node.For fairness,wechooseto recover
onasparenodeaswell.

-15 -10 -5 0  5  100 105 110 115 120
0

20

40

60

80

100

120

140

   Failure
Detection
    (D)

    Full
Recovery
   (R)

  Partial
Recovery
   (P)

Time (ms)

E
nd

-T
o-

E
nd

 D
el

ay
 (

m
s)

Passive Standby
Active Standby
Upstream Backup

Figure 9. Dynamics of failure­reco very. The time
inter val between 0 msec and 100 msec on the x­
axis is shor tened for clarity .

The durationof partial recovery is determinedby three
factors: (1) the time to re-createthe querynetwork of the
failednode,(2) thedelay, K , beforethe�rst recoveredtuple
reachesthe nodedownstreamfrom the failure, and(3) the
amountof time it takesto re-generateandre-transmitall du-
plicatetuples.For (1), we assumethat the time is included
in the failure detectiondelay. For (3), we assumethat tu-
ple processingis muchfasterthantuple transmission.The
partialrecovery time is thusgivenby:

P = K +
Qc
B

(3)

whereQ is thenumberof duplicatetuples;c is thetuplesize;
andB is thenetwork bandwidth.

For upstreambackup,K is thesumof (i) thetransmission
delayfrom upstreamnodeto recoverynode,(ii) theprocess-
ing delayat therecoverynode,and(iii) thetransmissionde-
lay from recoverynodeto destination.For activestandby, K
is only (iii), becausethe backupnodekeepsprocessingtu-
pleswhile thefailureis beingdetected.For passivestandby,
K canbe eitherthe sameasactive standbyor the sameas
upstreambackup,dependingwhethertheprimaryfailedbe-
fore or aftertransmittingits outputtuples.

For upstreambackup and active standby, Q is deter-
minedby the queue-trimminginterval andby network de-
lays. Sincelevel-0 acknowledgementsaregeneratedevery
M s seconds,thereareonaverageM s �

2 un-acknowledgedtu-
ples. Even for M s = 0 thereis a constantdelaybetween
tupleproductionandthereceptionof their level-0acknowl-
edgements.With a d secnetwork delay, a � tuples/secar-
rival rate,andassuminglevel-1acknowledgementsaretrig-
geredby level-0acknowledgements,theaveragenumberof
duplicatetuplesin outputqueuesis thus:

Q =
M s �

2
+ 2d� (4)
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Figure 10. Impact of increasing comm unication in­
terval on full reco very time

For passivestandby, if theprimaryfailsaftersendingits out-
put tuples,all tuplesre-processedsincethe last checkpoint
areduplicates.Hence,Q is approximatelyM s �

2 onaverage.
The resultscon�rm that active standbyhasthe shortest

partial recovery time (� 4 msec)andupstreambackuphas
the longest(� 9 msec).Theresultspresentedin that �gure
show exactly one run. In that experiment,when the fail-
ure occurred,the outputqueueof the backupnodein pas-
sive standbycontainednon-duplicatetuplesmakingpartial
recoverythesameasthatof activestandby.

Oncea failure is detected,the full recovery time is the
amountof time it takesfor the output-queuedrainingpro-
cessto catchup with thequeue-�ling process.Roughly, the
outputqueuesaredrainedatnetwork transmissionspeed( B

c
tuples/sec)andare�lled up at � tuples/sec.Thedifference
betweenthe two valuesdeterminesthe slopeof the curve.
Hence,thefull recoverytime is determinedby thedetection
delay(andwhethertuplesareprocessedor accumulateddur-
ing thattime), thepartialrecoverytime,andtheslopeof the
recoverycurve.

Figure10 shows the full recovery time (y-axis) of each
approachfor variousqueue-trimmingor checkpointinter-
vals (x-axis). As the communicationinterval increases,Q
increases,lengtheningthepartial recovery time P andthus
the full recovery time. More importantly, when the com-
municationinterval is doubled,theruntimeoverheadof up-
streambackupis halved (Figure 8), but its recovery time
(Figure10) increasesonly linearly. For instance,whenM s

increasesfrom 40 msecto 80 msec, the overheaddrops
from 2%to 1%while therecovery time increasesonly from
12.5msecto 14 msec).For theotherapproaches,recovery
time also increaseslinearly with the communicationinter-
val, but theoverheadremainsroughlyconstantabove100%.

Finally, Figure11summarizesthetradeoffsbetweenrun-
timeoverheadandrecoverytime. Eachpointonacurvecor-
respondsto a differentcommunicationinterval. The �gure
showsthat,comparedwith active standby, upstreambackup
increasesfailure-recovery time approximatelyfrom 8 msec
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Figure 11. Tradeoffs between relative HA overhead
and full reco very time

# boxes(1.0selectivity) 1 4 9 16 25
overhead(%) 106.3 109.4 112.4 115.7 118.7

selectivity (25boxes) 1.0 0.8 0.6 0.4 0.2
overhead(%) 118.5 98.8 78.3 57.1 33.2

Table 4. Impact of quer y­netw ork comple xity on
passive­standb y overhead. The overheads of ac­
tive standb y and upstream backup remain constant
at 110% and 6% respectivel y

to 12 msecfor a querynetwork consistingof oneoperator.
Theincreaseis evensmallercomparedwith passivestandby
(11 msecto 12 mseconly). If we include the failure de-
tectiondelays,which aresigni�cantly longer, theaddedre-
coverytimebecomesnegligible: thetotal recoveryincreases
from 108to 112msec.On theotherhand,upstreambackup
reducesruntimeoverheadby approximately95%compared
with both approaches. It is thereforethe only approach
that makes it possibleto achieve good recovery-time per-
formancewith a relatively smalloverhead.

5.4 Effectsof Query­Network Sizeand Selectivity

Table4 shows the impactof varying the numberof op-
eratorsandoperatorselectivity on the overheadof passive
standby. The overheadof theotherapproachesis indepen-
dent of thesefactors. Boxes had a fanoutof 1 (i.e, each
box hada singleoutputarc) andwereplacedsuchthat the
querynetwork hadroughly the samewidth anddepth. As
the numberof boxes increases,passive standbyconsumes
morebandwidthandquickly exceedstheoverheadof active
standby(crossingpoint is at four operatorsin the simula-
tion). Indeed,in passive standby, eachcheckpointmessage
includesthecontentof each operator's input queueandthe
nodeoutputqueues.In active standby, in contrast,only du-
plicateinput tuplesaresentto thebackup.

Unlike the other approaches,passive standbyis able to
exploit operatorselectivity, incurring lower runtime over-
headwith decreasingselectivity. Sincepassivestandbydoes
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Figure 12. Tradeoffs between distrib ution overhead
and reco very time

not include input queuesin checkpointmessages,tuples
droppeddueto selectivity neverappearin checkpoints,thus
loweringtheoverhead.

Independentlyof con�guration, though,theoverheadof
upstreambackupis signi�cantly lower than thoseof the
othertwo approaches.

5.5 Effectsof Query­Network Distrib ution

Finally, Figure12 shows the increasein bandwidthuti-
lization (y-axis) asa querynetwork of 100boxesis spread
acrossincreasingnumbersof primarynodes(4, 16, 36, 64,
and 100). The overheadis normalizedby the bandwidth
usedby upstreambackupwith 4 nodes. The �gure also
shows how distribution decreasesrecovery time (x-axis),
sinceany failure requiresrecoveringa querynetwork with
feweroperatorsandfewerinputqueues.Werecoveredfailed
query-networks on sparebackupnodesfor active standby
andpassive standby, but on randomlychosenlive nodesfor
upstreambackup,makingthecomparisonunfavorableto the
latter(resultingin slightly longerrecovery times).

Upstreambackupgainsmost from distribution: small-
est bandwidth utilization increase(maximum 900% vs
1800% for active standby)for largest recovery time de-
crease(36 msecdown to 7 msec). Indeed,for theprocess-
pair basedapproaches,any additionalnoderequiresup to
twiceasmuchbandwidthasoneadditionalnodein upstream
backup.Activestandbydoesnotbene�t from distributionat
all sincerecovery doesnot involve re-processing.For the
othertwo approaches,distributionhelpsmostwhentheload
is high: whengoingfrom 4 to 16 nodes,full recovery is re-
ducedfrom 36 msecto 15 msecfor upstreambackupand
from 23msecto 12msecfor passivestandby.

In conclusion,the evaluationshows that active standby
incursby far thehighestoverheadof all theapproaches,but
at the bene�t of short recovery times. Passive standbyin-
cursa somewhat lower overhead,but the overheadof that
approachis moredif�cult to predictastheeffectsof number
of operatorsandselectivities on overheadareopposite.Up-
streambackupis by far the lightestof all threeapproaches,

in all con�gurations.Its recovery-timeperformanceis worse
than that of active standbybut similar to that of passive
standby. In all cases,recoveryis howeverdominatedby fail-
uredetection.In our experiments,actualrecoverydurations
arein theorderof 10smsecwhereasfailuredetectionis in
the orderof 100smsec. Increasingdetectionandrecovery
from approximately105msecto 115msecmakestherecov-
ery overheadincurredby upstreambackupalmostnegligi-
ble.

For eachapproach,thetradeoff betweenoverheadandre-
covery time canbesomewhatadjustedby varyingthecom-
municationintervalsbetweennodes.Sinceoverheadis in-
verselyproportionalto thecommunicationinterval whereas
recovery time is directly proportionalto it, a value at the
kneeof theoverhead/recovery-timecurveis agoodtradeoff.

6 RelatedWork

Recently, therehasbeenmuchwork on data-streampro-
cessing(e.g.,[1, 4, 5, 18, 20]). In additionto Aurora,which
wediscussin Section2, NiagaraCQ[6], STREAM[18] and
TelegraphCQ[5] arealsobuilding generalpurposestream
processingengines.Althoughwe discussour approachesin
thecontext of Aurora,ourbasic�ndings aregeneral.

More recently, there have beenproposalsthat extend
single-serverstreamprocessingsystemsto distributedmod-
elsandenvironments.ThefundamentalideabehindAurora*
andMedusa[7] is to transparentlypartition the logical Au-
roraprocessingnetwork into multiple sub-networksandex-
ecutethemon distributedmachinesto increasesystemscal-
ability, robustness,andperformance.

This paperdiscussesapproachesfor enhancingtheavail-
ability of DSPSssuchasAurora* or Medusa. High avail-
ability hastraditionallybeenachievedusingtwo basictech-
niques.In the�rst approach,oftencalledprocesspairs,mul-
tiple copiesof the samedataare storedon disks attached
to separateprocessors.Whenonecopy fails, anothertakes
overs. Examplesof this approachinclude mirrored disks
(e.g. Tandem)[21], interleaved de-clustering,andchained
de-clustering[11]. In thesecondapproach,which is not di-
rectly applicableto a DSPS,dataandcorrespondingerror
detection/correctioninformationarespreadacrossan array
of disks [10]. When errorsarediscovered,this redundant
informationis usedto restorethedata.

Similarly to otherdatamanagementsystems[8, 17, 19],
many commerciallyavailablework�o w systems[12] rely on
redundantcomponentsto achieve high availability. A vari-
ation of the process-pairsapproachis usedin the Exotica
work�o w system[13]. Insteadof backingupprocessstates,
Exotica logs changesto the work�o w components,which
store inter-processmessages.This approachis similar to
upstreambackupin that the systemstatecanbe recovered
by reprocessingthe componentbackups.Unlike upstream
backup,however, this approachdoesnot take advantageof
thedata-�ow natureof processing,andthereforehasto ex-
plicitly backup thecomponentsat remoteservers.
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The DR scheme[14], which ef�ciently resumesfailed
warehouseloads,is similar to upstreambackup.Insteadof
offset-indicators,DR usesoutput tuplesand propertiesof
operatorsto compute,duringrecovery, thetrimmingbounds
oninputstreams.In contrastto DR, ourschemesupportsin-
�nite inputsby trimming outputqueuesat runtime.We also
supportfailure recovery at the granularityof nodesinstead
of the whole system.We do not requirethat input streams
haveany propertysuchasorderonsomeattribute.

7 Conclusions

Many stream-orientedapplicationsare mission critical
and demandhigh availability. Previous work in stream-
processinghas focusedon performanceand languageis-
sues,ignoringequallyimportantissuesthat revolve around
achieving high availability. This paperpresentsan initial
steptowardhighavailability in stream-processingsystems.

We have arguedthat thestreamingcharacteristicsof our
target systemsandapplicationsraisea numberof interest-
ing challengesandopportunities.We discussedhow tradi-
tional availability approachescanbe adaptedto distributed
stream-processingenvironments.We alsodescribeda new
stream-orientedapproachthatleveragesthedata-�ow nature
of distributedstreamprocessing.

We comparedour approachesusinganalysisandsimu-
lation acrossa varietyof con�gurations. Our resultsquan-
titatively characterizedthe runtimevs. recovery-timeover-
headsof the approaches.In particular, the resultsrevealed
thatwhile traditionalapproachescanbe effectively usedto
achieve low recovery times,exploiting the natural�o w of
datacansigni�cantly reduceruntimeoverheads(at the ex-
penseof asmallincreasein recoverytimes).Webelievethat,
giventhecontinuousandnetwork-centricnatureof stream-
processingapplicationsandtheever-improvinghardwarere-
liability factors,protocolsthatoptimizefor runtimemessag-
ing overheadwill beincreasinglymoredesirable.

There are several immediatedirections for future re-
search.First, we plan to provide supportfor morecomplex
operatorsthat includewindowsandpersistentstorage.Sec-
ond,we planto addressthechoiceof failovernodes,which
is a non-trivial problemas solutionsneedto take into ac-
count potentially con�icting goalssuchas balancingload
andpreservingquerylocality. Finally, weplanto implement
anddeploy our approaches,in the context of Aurora* and
Medusa,to verify their practicalityandeffectiveness.
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[1] D. J.Abadi,D. Carney, U. Çetintemel,M. Cherniack,C.Con-

vey, S.Lee,M. Stonebraker, N. Tatbul, andS.Zdonik.Aurora:

A new modelandarchitecturefor datastreammanagement.
TheVLDB Journal: TheInternationalJournal on Very Large
DataBases, to appear, sep2003.

[2] B. Babcock,S. Babu, M. Datar, R. Motwani, andJ. Widom.
Modelsandissuesin datastreamsystems.In Proc. of 2002
ACM Symposiumon Principlesof DatabaseSystems(PODS
2002), June2002.

[3] J. Barlett, J. Gray, andB. Horst. Fault tolerancein Tandem
computersytems.TechnicalReport86.2,TandemComputers,
Mar. 1986.
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