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Abstract

Recently signi cant efforts have focusedon develop-
ing novel data-pocessingsystemdo supporta new class
of applicationsthat commonlyrequire sophisticatedand
timely processingof high-volumedata streams.Early work
in stream processinghas primarily focusedon stream-
oriented languages and resouce-constained, one-pass
guery-pocessingHigh availability, an increasinglyimpor-
tant goal for virtually all dataprocessingsystemsis yetto
beaddressed.

In this paper we r st describehow the standad high-
availability appmadcesusedin data manayementsystems
can be appliedto distributed streamprocessing We then
propose a novel stream-orientedappmacd that exploits
the unique data- ow nature of streamingsystems. Using
analysisand a detailed simulation study we characterize
the performanceof ead approac and demonstate that
the stream-orientedalgorithmsigni cantly reduceguntime
overheadat theexpenseof a smallincreasen recoverytime

1 Intr oduction

High availability is a key goal of virtually all existing
datamanagemengystemq8, 17, 19, 21]. As critical appli-
cationsmove on to the Internet,providing highly available
servicesthat seamlesshand quickly recover from failures,
is becomingincreasinglymoreimportant. The standardap-
proachto achieving high-availability (HA) involvesintro-
ducingsparebadup senersthattake over the operationof
primary senerswhenthe latterfail. In this approachpften
calledprocessairs[3, 9], eachprimary sener periodically
sendscheckpointmessageto its backup. Upon the failure
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of the primary, the backupimmediatelytakesover from the
mostrecentcheckpoint. Procesgairs provide single-fault
resilienceanda shortrecovery time but imposea high run-
time overheaddueto checkpointgaddedprocessinglelays
andbandwidthutilization).

Recentlytherehasbeensigni cant actwity in the devel-
opmentof novel dataprocessingngines:streamprocessing
engines[l, 2, 4, 5, 15, 18]. The goal of theseenginesis
to bettersene a new classof dataprocessingapplications,
called stream-basedpplications wheredatais pushedto
the systemin the form of stream=f tuples,andqueriesare
continuouslyexecutedover thesestreams. Theseapplica-
tionsincludesensotbasedernvironmentmonitoring(cartraf-

c, air quality), nancial applicationgstock-pricemonitor
ing, ticker failure detection),assetracking,andinfrastruc-
ture monitoring(computemetworks, bridges).

Many stream-basedapplications are inherently dis-
tributed. Signi cant gainsin scalabilityandef ciency can
be achieved if multiple distributedsenerscollectively pro-
cessandaggreyatedatastreamsasthey areroutedfrom their
points of origin to the target applications. To this end, re-
centattentionhasalsobeengearedowardextendingstream-
processingnginedo distributedenvironmentq5, 7].

To achieve high availability in a distributed stream-
processingystem(DSPS),oneneedso devise a setof al-
gorithmsthat performthe following tasks: (1) periodically
andincrementallysare (or replicate)the stateof processing
nodes(2) detectfailures,(3) chooserecosery nodes(4) re-
generaté¢hemissingstatefrom thesaredstatewhenafailure
occurs,and(5) handlenetwork partitions. In this paper we
addresgq1) and(4). We proposea new mechanisto ef-
ciently savethe stateof anyprocessingnodein a DSPSand
re-genemteit whena failure occurs.

We rst describehow two process-paibasedalgorithms
can be adaptedo provide high availability in DSPSs: (1)
passivestandby In this approach,each primary sener
(a.k.a. node)periodically sendscheckpointmessage$o a
backupnode. For our purposesthesemessagegontain
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Figure 1. Runtime overhead and recovery time for
various high-a vailability approaches

the stateof eachoperatorand the contentsof operatorin-
putqueueslf the primaryfails, the backuptakesover from
thelastcheckpointf2) activestandby In thissecondvariant
of process-pairgachprimarynodealsohasabackupnode.
Unlike passie standbythesecondaryprocesseall tuplesin
parallelwith the primary.

Given the high volume of data and the high process-
ing rate found in streamingapplications,the overheadof
process-patbasedapproachegendersthem hearyweight
for streamprocessingsystems. We thereforeproposea
new approachcalledupsteambadup, thatexploitsthe dis-
tributed and streamingnatureof the processingn a DSPS
to reducethe runtime operationoverheadwhile trading off
only a smallfraction of the recovery time performance.In
this approachupstreannodes(in the processingo w) act
asbackupdor theirdownstreammeighbordy preservingu-
plesin their outputqueuesauntil their downstreammeighbors
have processedhem. If any of theseneighborsfails, up-
streamnodesreplaytheloggedtupleson afailover node.

Figurel illustratesthe basicdifferencesamongthethree
approachesThetraditionalprocess-paiapproachegactve
and passve standby)typically incur high overheadat run-
time to achieve shortrecovery times. The new upstream
backupapproachin contrastjncursrelatively low run-time
costattheexpenseof longerrecoverytimes. Recorerytimes
arein theorderof millisecondsfor all threeapproaches.

We useanalysisanda detailedsimulationstudyto quan-
titatively characterizahesetradeofs andto comparatiely
evaluatethe approachesvith respecto the overheadshey
incur during runtime andrecovery. We nd that upstream
backup signi cantly reducesruntime overheadcompared
with bothtypesof process-paibasedapproachesWe nd,
on average,a 95% reductionin bandwidthutilization for
high availability purposes.Using upstrearmodesas back-
upsincreasegecovery time especiallycomparedwith ac-
tive standby Interestingly we nd thatthe recosery time
of upstreambackupis almostidentical to that of passive
standby(both approachese-transmituplesfrom upstream
nodesthrougha recovery nodeand re-proceson average
half a checkpointinterval). The gainsin runtimeoverhead
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Figure 2. Query execution in a DSPS: Multiple
nodes collaborate in solving a query. Each node
runs a subset of operator s

thereforemorethanjustify asmallincreasen recoverytime.

The restof this paperis organizedasfollows. We pro-
vide somebackgroundon stream-processini Section2
anddescribethe high-availability problemin Section3. We
presenthethreeapproaches Section4 andevaluatethem
in Section5. We summarizerelatedwork andconcludein
Sections and?7.

2 Background

A datastreamis a continuoussequencef tuplesgener
atedby a datasource.Unlike the “process-aftesstore” data
in traditionaldatabaseystemsstreaminguplesare gener
atedin real time and needto be processedsthey arrive,
beforebeingstored. Severalrecentprojects[1, 2, 5] aimto
addresshis fundamentadlifferenceandarebuilding stream-
processingystems. We usethe Aurora datastreamman-
ager[1] asour referenceamnodel. Our results,however, are
generabndapplicableto otherstreamprocessingnodels.

Aurorais a data- ow-orientedsystemwhereprocessing
is representedby a boxesand-arrows paradigmpopularin
most process- av and work- ow systems. In an Aurora
node, tuples ow through a query-network a loop-free,
directedgraphof processingoperatorqalso called boxes,
such as shovn in Figure 2. Ultimately, output streams
arepresentedo applications Auroraqueriesarespeci ed
by applicationdevelopers(within applications)or usersby
meansf a GUI tool. In bothcasesgueriesarebuilt from a
standardsetof well-de ned operatorg1].

Aurorais designedto run on a single sener. Aurora*
andMedusd7] aretwo DSPSghatuseAuroraastheir core
single-siteprocessingengine. Aurora* and Medusatake
queriesdestinedto Aurora and partition them acrossmul-
tiple computingnodesandeven multiple administratve do-
mains. Figure 2 shavs an exampleof a querydistribution
that would occurin a DSPSsuchas Aurora* or Medusa.



In this gure, multiple streamsarrive from variousstream
sources. Thesestreamsare rst processedy a setof op-
eratorsat nodesN; and Ni. Streamsresultingfrom this
processingare then transmittedto node N;, andto other
nodes.Hence,eachnodecanhave multiple outputstreams
andeachoutputstreamcanbeforwardedto multiple down-
streamneighbors.Sincemessage w on a pathfrom N;
to Nj, N; is saidto be upsteamof N;, andN; is saidto
be downsteamof N; (samefor Ny andN;j). Eventually
tuplesenteringN; areprocessedby operatorsatN; andre-
sulting tuplesareforwardedto client applicationspossibly
on multiple streams.

Streamscrossingnode boundariesare associatedwith
outputqueueswhich are usedto storetuplestemporarily
Each high-availability approachusestheseoutput queues
differently, asdiscussedurtherin Section4. Operatoralso
have input queueghroughwhich they recevve tuples.These
gueuesareconsideredo bepartof eachoperators stateand
arenotrepresenteth the gure.

3 Problem Description and Assumptions

Somestreamingapplicationsaremoretolerantto failures
thanmostdataprocessin@pplications.If somedatais lost,
sayin asensotbasedervironmentalmonitoringapplication,
the applicationcansafely continuemostof thetime. Other
streamingapplications however, cannottoleratedataloss,
requiring that all tuplesget processedtorrectly Most -
nancialapplicationgall into this lattercateyory. Supporting
suchapplicationshencerequiresthe developmentand im-
plementatiorof algorithmsfor high availability, wherethe
systemcanrecover from nodefailureswithout lost tuplesor
failed queries. The recovery mustalsobe relatively “fast”,
as most streamingapplicationsoperateon dataarriving in
realtime andexpectresultsto be producedn realtime.

In this paperwe investigatehigh-availability approaches
for a DSPSto survive ary singlefailure without losing tu-
plesand without stoppingthe processingf ary query Al-
thoughwe focuson single-faulttolerancewe arguethatour
approachesre easily extensibleto higher degreesof fault
toleranceandprovide hintstowardthis direction.

We describeour problemmorepreciselyasfollows. Con-
sider a boxes-and-arravs query-netvark embeddedn an
overlaynetwork of nodesconnectedvertheInternet.Each
node N; containsa subsetof operatorsfrom the query-
network. In caseof afailureof any nodeN;, thegoalof the
high-availability algorithmis to be ableto re-startthe oper
atorsthatwererunningatN; onalive nodeN; andresume
theprocessingn a manneithatresultsin nolosttuples.

In our analysis,we make the following simplifying as-
sumptions First, we assumehereareno network partitions.
Second,we assumethat there are no cyclesin the distri-
bution of a query-netvork acrossnodes. In reality, we can
avoid cyclesby prohibiting their creationwhenqueriesare
rst set-upandby constrainingthe locationwherepartsof

ary querycanbe moved uponfailure or load re-balancing.
Avoiding cyclespreventsa nodefrom accidentlybecoming
its own backup. Third, the focus of this paperis on tech-
niguesto save andrecoverthe stateof processingiodes.We
considerfailure detectionand choice of recovery nodesas
a separat@specbf high availability thatis aresearchissue
on its own andis outsidethe scopeof this paper Fourth,
in this initial work, we only addressoperatorsthat oper
ate on individual tuples; we do not supportoperatorsthat
requirewindows or persistentstorage. Thereforewe sup-
port Iter , map andunionoperatorgrom Aurora'slanguage
SQUuAI[1]. We planto addresghe remainingoperatoran
futurework. Fifth, we assumehatdatasourcegshemseles
are capableof temporarilystoring the tuplesthey produce
until they receive anacknavledgmentfrom the DSPS.

4 High-Availability Approaches

In this section,we describethreealternateapproacheso
achieve single-fault tolerancein a DSPS.We rst describe
passve standbyanadaptatiorof the process-pairmodelto
streamprocessingwherethe backupsener is passve. We
thenintroduceour new algorithm called upstreambackup.
We nally describeactive standbythe secondadaptatiorof
the process-pairsnodelsthat alsorelies on someconcepts
introducedin upstreanbackup.We discusshow eachtech-
nigue can be extendedto supportmultiple failures. We -
nally addresghe issueof duplicatetuple generatiorduring
recovery.

4.1 Passive Standby

In this section,we discussprocesspairs with passie
backupand how they canbe appliedto a DSPS.We call
our adaptedapproachpassivestandby The Tandemsys-
tem[21], which aimsat providing nonstoptransactiompro-
cessingjs oneexampleof systemthatachiezessingle-fault
tolerancethroughprocesspairs[3, 9]: a primary processs
associatedvith a backupprocesshatwill take over when
theprimaryprocessails. To keepthestateof bothprocesses
synchronizedthe primarysendscheckpoinimessaget the
backupat critical pointsduring execution.

Themainadvantageof procesgairsis a shortfailurere-
coverytime,achievedby having thebackupholdacomplete
andrecentsnapshobf the primary's state. The main draw-
backis the bandwidthrequiredto the periodictransmission
of possiblylargecheckpoinimessagesAdditionally, in pas-
sive standbythe primary sendscheckpointmessageto the
backupsyndironouslyto ensurestateconsisteng at the ex-
penseof addeddelaysin normal operations.For instance,
the primary doesnot commituntil the checkpointediatais
available at the backup[19]. It is possibleto reducethe
processingdelaysby making the primary and backuprun
asynchronouslythe primary doesnot wait for acknavledg-
mentsfrom thebackupbeforeproceedingpasta checkpoint.



This approachhowever, mayleadto datalossesor statein-
consistencies theprimaryfails while sendingacheckpoint
messagéo the backup.

To adaptthe passie-standbymodelto a DSPS,we as-
sociatea standbynodewith eachprimary nodeandhandle
failuresat the granularityof nodes. Eachcheckpointmes-
sageshouldthuscontainthe stateof the query-netverk run-
ning atanode.This stateis capturedy: theinternalstateof
eachoperator the contentsof operators input queuesand
the contentf a node’s outputqueues.To avoid losingary
tuplesthat arein- ight betweentwo nodeswhena failure
occursoutputqueueshouldpresere tuplesuntil they have
beencheckpointedand acknavledgedby the downstream
nodes. Furthermoreto reducethe size of checkpointmes-
sagesdownstreammodescanacknavledgetuplesonly after
they have beenprocessedby the rst setof operatorsthus
completelyavoiding checkpointingthe contentsof their in-
put queuegexceptfor the identi ers of the latestacknawl-
edgeduples).

The frequeng of checkpointmessagesspeci ed by the
chedpoint interval, determinesthe tradeof betweenrun-
time overheadand recovery time. Frequentcheckpoints
shortenrecovery time sincelessprocessinghneedsto bere-
peatediut increaseuntimeoverheaddy increasingooththe
bandwidthusedto transmitcheckpointmessagesnd the
processingequiredto createthem.

Whena primaryfails, thebackuptakesoverandsendsall
tuplesfrom its outputqueuedo the primary's downstream
neighbors. Also, the failed primary's upstreamneighbors
startsendingtuples(including thosein their outputqueues)
to thebackupwhich startsprocessinghemstartingfrom the
latestacknavledgedtuples. Whenthe old primary comes
backup, it becomeshenew secondary

4.2 UpstreamBackup

Giventhesigni cant overheadf process-paibasedap-
proachesyve proposean alternatemodelthatleverageshe
network- o w form of processingo reduceuntimeoverhead
atthe expenseof a smallincreasen recoverytime.

In thisapproachupsteamnodesact asbadupsfor their
downsteamneighbos. For instancejn the network shovn
on Figure 2, nodesN; andNy sene asbackupsfor node
N; . To sene asbackup eachnodeholdstuplesin its output
gueueauntil all its downstreamneighborshave completely
processedhem. By doing so, if a downstreamnodefails,
ary othernodecanrestorethelost stateby replayingthe tu-
plesloggedby the upstreammeighbors.Tuplesaretrimmed
(i.e.,removed)from outputqueuedncethey have beenfully
processedy all downstreamneighborsand tuplesresult-
ing from that processinchave safely beentransferredfur-
therdown the network. In Figure2, nodesN; andNy hold
tuplesin their outputqueuesuntil N; andthe otherdown-
streamneighborshave all safely processedhe tuplesand
have forwardedresultingtuplesto the application. If N;
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Figure 3. Overview of inter -node comm unication in
upstream backup

fails,anothenode thefailovernode,canrecreateN; 's state
by re-processinghetuplesloggedby N; andN.

We assumehatthe descriptionof the network of opera-
torsrunning at eachnodeis storedin a distributed catalog
andthefailover nodeusestheinformationfrom thatcatalog
to re-constructhe missingnetwork of operators.

With this approach,downstreamnodes must periodi-
cally inform their upstrearmeighborshatit is safeto dis-
cardsomeloggedtuples. We call suchnoti cations queue-
trimming messges since their receptionresultsin an up-
streamnodetrimming its output queue. The dif culty of
generatinghesenoti cations is twofold. First, for the ap-
proachto scaleand provide fault tolerancein the face of
multiple concurrentfailures (as discussedn Section4.4),
all noti cations mustbeexchangednly betweerimmediate
neighbors.Secondnhodesmustbe ableto mapevery tuple
they producedo the earliestinput tuplesthat were usedto
generatéheseoutputstuples(asdiscussedh Sectiord.2.2).

Figure3 shavsthreenodes(N;, N; , andApp) andatyp-
ical communicationsequence.When a node producesu-
ples,it transmitshemto its downstreamrmeighborandstores
themin its outputqueue.Periodically eachnodeacknawl-
edgesthe tuplesit recevesby sendinga level-0 acknawl-
edgmento its immediateupstreammeighbor Thereception
of thesemessagemdicateso a nodethatsomeof thetuples
it producedhave now beensased at the downstrearmeigh-
bor. Thenode,N; for instancecantheninform its upstream
neighbor(N;), by sendinga level-1 acknavledgment that
the tuplesthat contributedto producingthe acknavledged
tuplescannow be discardedrom the upstreamrmeighbors
(N;'s) outputqueue Eachnodetrimsits outputqueuewhen
it recevesalevel-lacknavledgmenti.e.,aqueue-trimming
message).eafnodesn thequery-processingraph,suchas
N; in Figures2 and3, uselevel-0 acknavledgmentso trim
their outputqueues.

4.2.1 QueueTrimming Protocol

We rst describethe details of queue-trimmingmessage
generationand output-queudruncationassuminghe exis-



01. repeatforever
02. waittoreceveanACK (0; So; V) from N;

03. down_bound[0; So; Ni] Vv

04. w  min fdown_bound[0; Sp;Ni]: N; 2 Ng

05. if w > min _downbound|0; S,]

06. min _.downbound[0; So] w

07. 8Si 2 Sinput  Suchthat9 apathfromS; to S,

08. up_bound0; Si; So]  cause((So;w); Si)

09. x  min fup_bound0; Si; So] : So 2 Soutput 9
10. if X > min _upbound[0; S;]

11. min _upbound[0; Si] x

12. acknavledgeACK (1;Si; x)

Figure 4. Algorithm for generating level-1 ackno wl-
edgments

tenceof a functionthatdeterminesfor a givennode,which
inputtuplescausedhegeneratiorof someoutputtuples.We
de ne thisfunctionascause((So;Vv);Si) ! (Si;u), where
Si andS, identify streamsandu andv identify tupleson S;
andS, respectiely. Givenanoutputtupleidenti er (So; V)
and an input streamidenti er S;, this function returnsthe
identi er, (S;; u) that marksthe beginning of the sequence
of tupleson S; necessaryo regeneratgS,; v). We deferthe
discussiorof this functionto Section4.2.2.

To avoid possible loss of tuples in-ight between
neighbors,nodesgeneratequeue-trimmingmessagesnly
after tuples have safely been receved by all down-
streamneighbors.Level-0 acknavledgmentsdenotedwith
ACK (0; Sj; u), areusedto con rm tuple receptionat the
applicationlevel. Eachnodeproducesan acknavledgment
for every M, tuplesit successfullyeceves,every M sec-
onds,or whicheveroccursrst. Intuitively, aloweracknavl-
edgmenfrequeng reducesandwidthutilization overhead,
butincreasethesizeof outputqueuesandtherecoverytime.
We analyzethis tradeof in Section5.

Whenanodereceveslevel-0 acknaviedgmentgrom all
its downstreamrmeighboronall its outputstreamsit noti es
its upstreamneighborsthat the effects of processingsome
of theirtupleshave beensavedat all downstreammeighbors.
Thesenoti cations arecalledlevel-1 acknavledgmentgde-
notedACK (1; S;; u)), sinceusingthemto trim queuesal-
lows the systemto tolerateary singlefailure.

Figure4 shaws the pseudocodef thealgorithmfor gen-
eratinglevel-1 acknavledgments.Basically every time all
downstreanmeighborson astreamS, acknavledgeatuple,
the nodemapsthattuple backup ontothe earliestinput tu-
ple, on eachinput stream that “caused”it. For eachinput
stream the nodeidenti es the mostrecenttuple whoseef-
fecthaspropagatedn sucha manneron all outputstreams
Thenodeproduces level-1 acknavledgmentor thattuple.

In this gure, we denotewith N the set of down-
streamneighborsof a node,and with Sinput  and Seutput
the setsof all input and output streamsrespectiely. We

01. repeaforever
02. waittorecereanACK (1;So;V)

03. down_bound[1;Ni;So] = v

04. w  min fdown_bound[1; Ni; So] : Ni 2 Ngg
05. if w > min _downbound[1; S,]

06. min _downbound[1; Se] w

07. trim outputqueuefor S,

up to but excludingmin _downbound[1; So]

Figure 5. Queue-trimming algorithm performed by
each node

also denotewith S;j[u], tuple u on streamS; and with
(Si;u), the identier of that tuple. Each node uses
map down_bound0; Sy; Ni] to rememberfor eachoutput
stream, the latest tuple acknavledgedat level-O by each
downstreamneighbor and min _downbound0; S,] to re-
memberthe latesttuple acknavledgedby all theseneigh-
bors. Similarly, to keeptrack of input tuples for which
queue-trimmingmessagegan be issued,eachnode uses
mapup_boundO; S;; Sg] andmin _upbound0; S;].

The detailedalgorithm for generatingevel-1 acknawl-
edgmentsn Figure 4 proceedsas follows. Whena node
recevvesa level-0 acknavledgmentfrom a neighborN; for
a streamS,, it updateghe valueof the lasttuple acknawl-
edgedby that neighboron that stream(line 02-03 ). The
noderecomputeshe minimum value acknavledgedacross
all neighborsfor that stream(line 04). If the valuehasin-
creasedlines 05-06 ), the acknavledgedtuple is mapped
onto eachinput streamS; that contritutesto tuplesof S,.
The valuesresulting from thesemappingsare written in
up_bound (lines07-08 ). The actualtuple thatdetermines
the new trimming boundon eachstreamsS; is the minimum
of all valuesin up_bound associatedith S; (lines09-11 ).
Thenodegenerates level-1 acknavledgment(line 12) for
thattuple (asa direct optimization,nodescanalsogenerate
level-1 acknavledgmentsgperiodically).

As the upstreamneighborreceveslevel-1 acknavledg-
ments,it trims its outputqueueaup to the maximumvalues
acknavledgedat level-1 by all its downstreamneighbors.
Figure5 shavsthe detailedalgorithm.

Figure6 illustratesoneiterationof the upstream-backup
algorithms on one node. Figure 6(a) shovs node N4
receving level-0 and level-1 acknavledgmentsfrom two
downstream neighbors N, and N¢: ACK (0; Sz; 125),
ACK (0; S3;123), ACK (1; S3; 50), and ACK (1; S3; 55).
Tuple S3[50] hasthus beenacknavledgedby both neigh-
bors at level-1 and can be usedto trim the output queue
(Figure 6(b)). Tuple S3[123]hasnow beenacknavledged
by both downstreamneighborsat level-0. S3[123] maps
onto input tuplesidenti ed with (Sp; 200) and (S;; 100)
which can thus be acknavledgedat level-1. While pro-
cessingacknavledgmentsthe noderecevestuplesSy[901]
andS; [257]from its upstreammeighbors.The nodecanac-
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mentreceved: (Sz; 50). Thenodealsoplacesnew tuplesproduced
in its outputqueue.

Figure 6. One iteration of upstream-bac kup

knowledgethesetuplesat level-0,assumingl , = 1.

4.2.2 Mapping Output Tuplesto Input Tuples

To generateappropriatelevel-1 acknavledgmentsfrom
level-0 acknavledgments a node must map arbitrary out-
put tuplesto the earliestinput tuples that contrilbuted to
their production,i.e., the node must be able to compute
(Si;u) causg(So;V); Si). Sucha mappingis operator
dependentfor simpleoperatorsuchas Iters ormapsgeach
outputtuple correspondslirectly to aninput tuple. For op-
eratorshatmanipulatewvindows of tuplesor presere some
temporarystate the sameapproactcanalsobe appliedbut
only if the operatorsareableto identify, at ary giventime,
the rst tuple on eachof their input streamgequiredto re-
generateheir completecurrentstate. For a query-netverk,
the causefunctionmustyield the oldest(basedon alocally
assignedsequencenumber)input tuple that contributesto
the stateof any operatorin the network.

Themappingis facilitatedby appendingjueue-trimming
offset-indicatos to tuples as they travel through opera-
tors on a node. For ary tuple (S;w) (on an intermedi-
ate streamor an output stream),theseindicators,denoted
with indicator s((S;w)), representhe setof input tuples,
(Si; u), thatcausethe productionof (S;w): each(S;;u) is
theoldestinputtupleon S; necessaryo generatesS[w].

Whenatuple Sj[u] entersa node,its indicatorsarethus
initializedto thetupleitself. Figure7 presentshealgorithm

1. At eachoperatoboxb
2. for eachoutputtuple producech:S[v]
8b:S 2 b:Snput
getoldeststate-contribting tuple (b:S ; u)
if indicator s(b:S;u) = ;
indicator s(b:S;u)
8i 2 indicator s(b:S;u)
indicator s(b:%;v)

f(b:S;u)g

©ONOoOGOA®

indicator s(b:&;v) [ fig

Figure 7. Algorithm for setting queue-trimming
offset-indicator s on output tuples, at each box

for appendingandcomposingndicators.Whenanoperator
b producesatuple,it determinegheoldesttuplein its input
queuethat hascontributedto the stateyielding the produc-
tion of the new tuple (lines 02-04 ). The operatorreads
theindicatorsfrom the input tuple andappendghemto the
indicatorsof the outputtuple (lines07-08 ). The rst oper
atorsto seetuplesinitialize their indicators(lines 05-06 ).
The last operatorgo seetuplesbeforethey are forwarded
to downstreamneighbors(the output operatorskeepindi-
catorsin outputqueueshut they do not sendthemfurther
(not shawvn). Operatorswith multiple inputsappendmulti-
ple indicatorsto outputtuples,oneindicator perinput that
actually contributedto the genertion of the tuple. For in-
stanceaunionoperatof1] would only appendheindicator
for the streamfrom which the outputtuple wasissued.
Applying the causefunction thus consistsin reading
the set of indicatorsof a tuple in the output queue: i.e.,
causg(So;Vv);Si) = f(Sx;y) 2 indicator s((So;V)) :
X = ig. Due to operatorssuch as union, however it
is possiblethat there exists a path from S; to S, but
causg((So;Vv); Si)) returnsan emptyset. In that case,the
valueusedshouldbethe rst non-emptysetreturnedby the
causefunctionfor thetuplesprecedingu on S,.
Operatorswith low selectvity may unnecessarilylelay
queue-trimmingby producingoffset-indicatorsat a coarse
granularity To avoid this problem,theseoperatoranayin-
troduce ow tuples(i.e., null outputtuples)which arefor-
wardedunchangedhroughall the operatorsaandonly sene
the purposeof reducingthe granularityof queuetrimming.
Flow tuplesarenot forwardedto downstreanmeighbors.
Figure 6 shavs an example of executing the offset-
indicator managementalgorithm. In Figure 6(a), the
Iter operatorproducestuple S,[500] which corresponds
to the previously receved input tuple Sp[900] Hence,
indicator s((Sz;500)) = f(Sp;900). In Figure6(b), the
union operator processeguples S;[500] and S;[257] to
produceS;[187]and S3[188]respectiely. Thesetuplesare
forwardedto downstreammeighborsandplacedn theoutput
queue. Moreover, indicator s((Ss;187)) = f(Sp; 900)g
and indicator s((S3; 188)) = f(S1;257)g. Therefore,
causg((Ss; 188); Sp) = (So; 900), cause((S3; 188); S1) =
(S1;257), and cause€((Ss;187),Sp) = (Sp;900).



causg((Ss; 187); S1) dependson the indicators on the
tuplesprecedingS;.

4.3 Active Standby

Finally, the last approachthatwe studyis a variationof
processpairs but usessomefeaturesof upstreambackup.
We call this approachactive standby Similarly to passie
standby eachprocessingnode has a dedicatedsecondary
node. Unlike passie standby however, secondarynodes
actively obtaintuplesfrom their primaries'upstrearmeigh-
borsandprocesghemin parallelwith their primaries.

The mainadwantageof active standbyis its fasterrecov-
ery time comparedvith passve standby In active standby
whena backupnodetakesover, it doesnot needto repeat
all processingincethelastcheckpointbecausét keptpro-
cessingtuplesevenwhenthe primary wasdown. This ad-
vantage,however, comesat the cost of using extra band-
width for sendinginput tuplesto the secondaryand using
extra processingower for duplicatingall processing.

In active standby secondarynodeslog the tuplesthey
producein outputqueueswithout sendingthem. Thesetu-
plesarediscardecbnly whenthe primary nodedeliversall
the correspondinguplesto its downstreamneighbors. If
the primaryfails, the secondaryakesover andre-sendgshe
loggedtuplesto all downstreammeighbors.

Since the primary and secondarymay scheduleopera-
torsin a differentorder, they might have differenttuplesin
their outputqueuesThis makesthetaskof boundingoutput
gueuestthe secondaryarticularlydif cult. We tacklethis
problemby exploiting queue-trimmingpffset-indicatordn-
troducedn Section4.2.2. Whena primaryrecevesa level-
0 acknavledgemenfrom all its downstreamneighborson
astream,t extractsthe offset-indicatordrom the acknawl-
edgedtuplesand usesthemto composea queue-trimming
messagédor the secondarynode Whenthe secondaryre-
ceivesthatmessagét retrievesthetrimming boundfor each
outputqueueanddiscardghe appropriataguples.

We usethe example from Figure 6 to illustrate active
standby When ACK (0; S3;125) and ACK (0; S3; 123)
arrive, nodeN, determineghat S3[123]is now acknawl-
edgedat level-0 by both downstreamneighbors. Sincetu-
ple Sz[123]mapsontoinputtuplesidenti ed with (Sg; 200)
and (S;; 100), the setof identi ers f (Sp; 200); (S1; 100)g
is addedto the queue-trimmingnessageasthe entry value
for S3. Whenthe secondaryrecevesthe queue-trimming
messageit discardsuplesu (from the outputqueuecorre-
spondingo S3)for which bothcausg(Ss; u); Sp) returnsa
tuple olderthan(Sp; 200) andcausg((Ss; u); S1) returnsa
tupleolderthan(S;; 100).

4.4 K-safety

Toleranceto single failures signi cantly increaseshe
availability of a system.However, circumstancesnay arise

wheremultiple nodesfail concurrently(anerrorin arecent
upgrade,a large-scalenatural catastropheor even an un-
likely coincidence) All approachesescribechbore canbe
extendedto provide a higher degreeof fault tolerance,al-
lowing the systemto survive concurrenfailuresof up to K
nodes.We call suchresilienceK-safety

To achieve K-safety with passve or active standby K
backupnodesmustbe associatedvith eachprimary node.
Each backup must receve checkpointmessage®r must
procesguplesin parallelwith the primary. To extendthe
upstream-backugpproacho K-safety eachnodemustpre-
sene tuplesin its outputqueuesuntil they have beenpro-
cessedy K consecutienodesonall K -lengthdownstream
paths. To do so, level-1 acknavledgmentsmust be used
to generatelevel-2 acknavledgments,and so on until a
noderecevesalevel-K acknavledgmentOnly level-K ac-
knowledgmentsareactuallyusedto trim outputqueues.

Even with some optimizations, the overheadof high
availability grows linearly with K for all approachesthe
numberof checkpointmessagesr the numberof acknawl-
edgmentds proportionalto K. For the upstream-backup
model,however, therateof theincreasds muchlower since
the basic single-fault-toleranceoverheadis low. This ap-
proachis thusbettersuitedto achieve higherfaulttolerance.

4.5 Duplicate Tuples

All threeapproachesnay generataduplicatetuplesdur-
ing failure recovery. With passve standby whenthe sec-
ondarytakesover, it resendsll tuplesnotyetacknavledged
at the momentof the last checkpoint. Sincethe primary
could have failed after sendingthesetuples,they might be
recevvedtwice by downstreanmodes.Duplicates however,
aretrivial to eliminateusingthetupleidenti ers, becaus¢he
tuplesareexactly the sameastheoriginal ones.

For upstrearmbackup,duplicateeliminationis someavhat
moreinvolved. Whena failure occurs,the backupnodere-
processesll tuplesloggedin the output queuesand pro-
ducesnew tuples. Thesenew tupleshave the samecontent
astheoriginalones butthey mayappeain adifferentorder
Duplicateeliminationis thereforemosteasilyperformedby
theclientitselfin anapplication-speci cnannerWe do not
addresgluplicateeliminationin this paper

Active standbyalsodoesnot guarante¢hat primary and
secondarynodesare alwaysin exactly the samestate. Al-
thoughboththeprimaryandsecondaryodesprocessuples
in parallel,they may scheduleoperatorsn adifferentordet
During recovery, theactive-standbyapproachmaytherefore
generataluplicatetuples,asin the caseof upstreanbackup.

5 Evaluation

In this sectionwe useanalysisandsimulationto evaluate
andcomparethe basicruntimeoverheadandrecovery-time
performancef thethreehigh-availability approaches.



[ Parameter | Meaning | Value | [ Parameter | Values | Defaul]
Stream Rate (tu- | # of tuplesgeneratecby a stream | 500 Selectvity 0.2,0.4,0.6,0.8,1.0 1.0
ples/sec) sourcepersec. Q. Tr. Intenal (millisec.) 10, 20,40, 60,80,100 10
Tuple  Processing| Time for an Aurorabox to process| 10 Checkpointintenal (millisec.) 10, 20,40, 60,80,100 10
Cost(microsec.) onetuple
Tuple Size(bytes) Sizeof atuple 50 Table 3. Parameter s values used in simulations
Tuple Identi er Size | Sizeof atupleidenti er 8
(bytes)

Selectvity For eachbox the expectedvalueof | variable 110;
# of outputtuplesemitted —8- Passive Standby
| #ofnputtuplesconsumed e S
Network Delay(mil- | Network link lateny betweenary | 5 106}
lisec.) pair of nodes Sl
Network Bandwidth | Bandwidth between ary pair of | 8 g
(Mbps) nodes £
Failure  Detection | Delayto detectthefailureof anode | 100 %“’0’,
Delay (millsec.) g 8f
Failure Duration | Timefor afailednodeto recorer 100 § 6
(sec.) .
Queue-TfimmingIn- | Time intenal between consecu-| variable
tenal (millisec.) tive queue-trimmingnessagegup- 2
streambackup eagerstandby) % 20 30 4 50 60 70 8 90 100
Checkpoint Intenal | Time intenal betweenconsecutie | variable Communication Interval (ms)
(millisec.) checkpointmessage§process-pair)
Table 1. Simulation parameter s Figure 8 I—!lgh a vailability .ovellrhead for various
queue-trimming or checkpoint intervals. The 8%

[Measure [ Meaning | to 100% rang e on the y-axis is removed for clarity .

Processing Time differencebetweerthe momentanoutputtu-

Delay (millisec.) | pletwasproducedandthe momentthe earliesttu-

ple thatcontrilutedto generating wasproduced.

Timeintenal betweerthedetectiorof afailureand
the receptionof the rst non-duplicatetuple by a
node(or application)downstreanfrom thefailure.

Partial Recavery
Time (millisec.)

Timeintenal betweerthedetectiorof afailureand
the momentwhenthe tuple end-to-endprocessing
delayreturnsto the pre-filure value.

Full  Recwery
Time (millisec.)

fotal datatransferredor high availability
total datatransferredor tuple processing

Relatve
Overhead

HA

Table 2. Measured statistics

5.1 Simulation Environment

We built a detailed simulator modeling a distributed
stream-processingrnvironment. The simulator imple-
mentedusing CSIM [16], models(1) streamsourcesthat
continuouslygeneratduplesand inject theminto the sys-
tem, (2) processinghodeson which operatorsspeci ed as
partof querynetworks, procesgsuplesandproducenew tu-
ples,and(3) clientapplicationghatactastuplesinks.Each
experimentwasrunfor vesimulationminutesfor warm-up
andanotherl0 simulationminutesfor statisticscollection.
Unlessindicatedotherwise eachpoint shavn in a gure is
anaverageresultof 25independensimulationruns. Tables
1 and2 summarizethe simulationparameteraindthe mea-
suredstatisticsthatwe useasmetrics,respectiely.

5.2 BasicRuntime Overhead

We rst comparethe overheadof the approachesising
a simple scenario,wherethe systemconsistsof only two
nodespneupstreanfrom theother Eachnoderunsasingle

operatorwith a single output stream. Table 3 summarizes
the parametewvaluesusedfor this micro-benchmark. We
measurahe overheadduringnormaloperation.

The main componentof overheadis the bandwidthre-
quiredto transmitcheckpointor queue-trimmingnessages.
Outputqueuesalsocontritute to overheadput sincequeue
sizesand bandwidthutilization are inversely proportional
and are both determinedby queue-trimmingntenals, we
focus our overheadanalysison bandwidthutilization only.
Longer output queuesalso translateinto longer recovery
timeswhich we analyzen thefollowing section.

Figure8 shavstherelative high-availability overheador
eachapproachwhenall parameterdave their default val-
uesandselectvity is 1.0. The y-axis representshe over-
headcomputedastheratio (%) of bandwidthusedfor high
availability purposesver the bandwidthusedwithout high
availability. Sincethe overheadincreaseswith increasing
checkpoinor queue-trimming-messadeequeng, we com-
pute the overheadfor variouscommunicatiorintervals (x-
axis)betweersuchmessageslThe gure shovsthatpassie
andactive standbyincur almostthe sameoverhead100%to
110%),which is signi cantly greaterthanthat of upstream
backup(lessthan10%).

Theseresultscan be explained as follows. Sincethe
noderunsa singleoperatorfor passve standbyeachcheck-
point messageontainghe setof tuplesproducedn thelast
checkpointinterval M s aswell asthe identi er of the last
tuple acknavledgedby all downstreamneighbors(i.e., the
headpositionin theoutputqueue).Thereforeall tuplespro-
ducedaretransferredo the backupcreatinga 100% over-



head.The additionaloverheads dueto the transmissiorof
the headpositions(from primary to secondaryyand input-
tuple acknavledgementgfrom primary to upstrearmode).
Both are generatedvery M s seconds.Assumingthatx is
the size of tupleidenti ers usedfor headpositionsandac-
knowledgementshetotal overheads then:

cM s + 2X 2X
v 1+ oM. 1
wherec is the tuple-sizeand is the tuple arrival-rate.
cM s is the byte-wiseamountof tuplesreceved and pro-
ducedduring the time-intenal Ms. A shortercheckpoint
interval, thus increasesoverheadby sendingqueuehead-
positionsandacknavledgementsnorefrequently

In active standbyinputtuplessentto the primaryarealso
sentto the backup,causinga 100%overheadn bandwidth
utilization. Additionally, every M5 seca queue-trimming
messagés sentfrom primary to secondaryand acknawl-
edgementaresentfrom both primaryandsecondaryo the
primary's upstreanmeighbor Active-standbys overheads
thusjustalittle overthatof passve standbyfor the scenario
simulatedoneextrax-byteidenti er sentevery M s sec).

In contrast,in upstreambackup, only one level-0 and
one level-1 acknavledgementper streamcrossinga node
boundaryaresentevery M ¢ secondsThe overheads thus:

2x
Bupstr eam _back up = oM < = ™ - (2)
S S

B passiv e_standby

Thekey advantageof upstreanbackupis thereforeto avoid
sendingduplicatetuplesto backupnodes.

5.3 BasicRecovery Time

We now consideithetimeto recoverfrom singlefailures.
We usethe samenetwork con gurationasabove: onenode
upstreanof oneother eachnoderunningoneoperator We
simulatethefailureof thedownstrearmodeandtherecovery
of thefailedpieceof Auroranetwork on athird sparenode?

We analyzethe end-to-endupledelayduringfailureand
recovery andmeasurehe recovery times(asde ned in Ta-
ble 2) of eachapproachFigures9 and10 presentheresults
obtained.In Figure9, eachpoint represents tuple: the x-
coordinateindicatesthe time whenthe applicationreceves
the tuple, with the failure occurringat time 0 sec. The y-
coordinateaepresenttheend-to-engprocessinglelayof the
tuple. Using active standbyasillustration, the gure also
summarizeshe main parametersf recorery. Whena fail-
ure occurs,it takesD msecbeforethe failure is detected
(100 msecin the simulation). Oncerecovery starts,it takes
P msec,the partial recovery time, for the applicationto re-
ceive the rst non-duplicateuple. It takesR msecfor the
end-to-enduple delayto go backto its valuebeforefailure.
At thatpoint, therecoveryis fully completed.

1in passie standbyand active standby when a nodefails, its query-
network is recoreredon a pre-assignetbackupnode. In upstreanbackup,
recovery canbeperformedon ary node.For fairnessye chooseo recorer
onasparenodeaswell.
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s §
__100F A
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Figure 9. Dynamics of failure-reco very. The time
inter val between 0 msec and 100 msec on the x-
axis is shor tened for clarity .

The durationof partial recovery is determinecby three
factors: (1) the time to re-createthe query network of the
failednode,(2) thedelay K , beforethe rst recoveredtuple
reacheghe nodedownstreamfrom the failure, and(3) the
amountof time it takesto re-generatandre-transmitll du-
plicatetuples. For (1), we assumédhatthetime is included
in the failure detectiondelay For (3), we assumehat tu-
ple processings muchfasterthantuple transmission.The
partialrecoverytimeis thusgivenby:

- Qc
P=K+ B (3)
whereQ is thenumberof duplicatetuples;cis thetuplesize;
andB is the network bandwidth.

For upstreanbackupK isthesumof (i) thetransmission
delayfrom upstreammodeto recovery node (ii) theprocess-
ing delayattherecoverynode,and(iii) thetransmissiorde-
lay from recoverynodeto destination For active standbyK
is only (iii), because¢he backupnodekeepsprocessingu-
pleswhile thefailureis beingdetectedFor passve standby
K canbe eitherthe sameasactive standbyor the sameas
upstrearmbackup dependingvhetherthe primaryfailed be-
fore or aftertransmittingits outputtuples.

For upstreambackup and active standby Q is deter
mined by the queue-trimmingnterval and by network de-
lays. Sincelevel-0 acknavledgementsre generatedvery
M s secondsthereareon averageMTS un-acknevledgedu-
ples. Evenfor Mg = 0 thereis a constantdelay between
tuple productionandthereceptionof their level-0 acknawl-
edgementsWith ad secnetwork delay a  tuples/sear
rival rate,andassumindevel-1 acknavledgementsiretrig-
geredby level-0 acknavledgementsthe averagenumberof
duplicatetuplesin outputqueueSs thus:

(4)
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Figure 10. Impact of increasing comm unication in-
terval on full recovery time

For passie standbyif theprimaryfails aftersendingts out-
put tuples,all tuplesre-processedincethe last checkpoint
areduplicatesHenceQ is approximately'\"zs onaverage.

The resultscon rm that active standbyhasthe shortest
partial recoserytime (4 msec)andupstreambackuphas
thelongest( 9 msec).Theresultspresentedn that gure
shav exactly onerun. In that experiment,when the fail-
ure occurred,the outputqueueof the backupnodein pas-
sive standbycontainednon-duplicateuplesmaking partial
recoverythe sameasthatof active standby

Oncea failure is detectedthe full recoverytime is the
amountof time it takesfor the output-queuaraining pro-
cesgo catchup with the queue- ling processRoughly the
outputqueuesaredrainedatnetv\orktransmissionspeed%
tuples/secandare lled upat tuples/sec.Thedifference
betweenthe two valuesdetermineghe slopeof the curve.
Hencethefull recorerytimeis determinedy the detection
delay(andwhethertuplesareprocessedr accumulatedur-
ing thattime), the partialrecosery time, andthe slopeof the
reco/ery curve.

Figure 10 shaws the full recovery time (y-axis) of each
approachfor various queue-trimmingor checkpointinter-
vals (x-axis). As the communicatiorinterval increasesQ
increaseslengtheninghe partialrecovery time P andthus
the full recovery time. More importantly whenthe com-
municationinterval is doubled the runtimeoverheacbf up-
streambackupis halved (Figure 8), but its recovery time
(Figure10) increase®nly linearly. For instancewhenM ¢
increasedrom 40 msecto 80 msec, the overheaddrops
from 2% to 1% while therecoverytime increasesnly from
12.5msecto 14 msec). For the otherapproachesecovery
time alsoincreasedinearly with the communicationinter-
val, but the overheademainsroughly constantabose 100%.

Finally, Figurell summarizeshetradeofs betweerrun-
time overheadandrecoverytime. Eachpointonacurve cor-
responddo a differentcommunicatiorinterval. The gure
shavsthat,comparedvith active standbyupstreanbackup
increasegailure-recwery time approximatelyfrom 8 msec
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Figure 11. Tradeoffs between relative HA overhead
and full recovery time

# boxes(1.0selecwity) 1 4 9 16 25
overhead %) 106.3 | 109.4 | 112.4 | 115.7 | 118.7

selectvity (25boxes) 1.0 0.8 0.6 0.4 0.2
overhead %) 1185 98.8 | 783 | 57.1 | 33.2

Table 4. Impact of query-netw ork comple xity on
passive-standb y overhead. The overheads of ac-
tive standb y and upstream backup remain constant
at 110% and 6% respectivel y

to 12 msecfor a querynetwork consistingof one operator
Theincreases evensmallercomparedvith passve standby
(11 msecto 12 mseconly). If we include the failure de-
tectiondelays,which aresigni cantly longer the addedre-
coverytime becomesgyligible: thetotalrecoveryincreases
from 108to 112msec.Ontheotherhand,upstreanbackup
reducegsuntimeoverheady approximately95% compared
with both approaches. It is thereforethe only approach
that makesit possibleto achiese good recovery-time per
formancewith arelatively smalloverhead.

5.4 Effectsof Query-Network Sizeand Selectvity

Table 4 shaws the impactof varying the numberof op-
eratorsand operatorselectvity on the overheadof passie
standby The overheadof the otherapproachess indepen-
dent of thesefactors. Boxes had a fanoutof 1 (i.e, each
box hada single outputarc) andwere placedsuchthat the
query network hadroughly the samewidth anddepth. As
the numberof boxesincreasespassie standbyconsumes
morebandwidthandquickly exceedgshe overheadf active
standby(crossingpoint is at four operatorsin the simula-
tion). Indeed,in passve standbyeachcheckpointmessage
includesthe contentof eac operators input queueandthe
nodeoutputqueues.n active standbyin contrastonly du-
plicateinput tuplesaresentto thebackup.

Unlike the other approachespassie standbyis able to
exploit operatorselectvity, incurring lower runtime over-
headwith decreasingelectvity. Sincepassie standbydoes
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Figure 12. Tradeoffs between distrib ution overhead
and recovery time

not include input queuesin checkpointmessagestuples
droppeddueto selectvity neverappeatin checkpointsthus
loweringthe overhead.

Independentlyof con guration, though,the overheadof
upstreambackupis signi cantly lower than those of the
othertwo approaches.

5.5 Effectsof Query-Network Distrib ution

Finally, Figure 12 shaws the increasein bandwidthuti-
lization (y-axis) asa querynetwork of 100 boxesis spread
acrossincreasingnumbersof primary nodes(4, 16, 36, 64,
and 100). The overheadis normalizedby the bandwidth
usedby upstreambackupwith 4 nodes. The gure also
shavs how distribution decreasesecovery time (x-axis),
sinceary failure requiresrecovering a query network with
feweroperatorandfewerinputqueuesWerecoveredfailed
guery-netvorks on sparebackupnodesfor active standby
andpassve standbybut on randomlychoserlive nodesfor
upstreanbackupmakingthecomparisorunfavorableto the
latter (resultingin slightly longerrecoverytimes).

Upstreambackupgains most from distribution: small-
est bandwidth utilization increase (maximum 900% vs
1800% for active standby)for largestrecovery time de-
creasg36 msecdown to 7 msec). Indeed,for the process-
pair basedapproachesary additionalnoderequiresup to
twice asmuchbandwidthasoneadditionalnodein upstream
backup.Active standbydoesnotbene t from distribution at
all sincerecovery doesnot involve re-processing.For the
othertwo approachedistribution helpsmostwhentheload
is high: whengoingfrom 4 to 16 nodesfull recoveryis re-
ducedfrom 36 msecto 15 msecfor upstreanbackupand
from 23 msecto 12 msecfor passie standby

In conclusion,the evaluationshaws that active standby
incurshby far the highestoverheacdbf all theapproachedyut
at the bene t of shortrecovery times. Passie standbyin-
cursa someavhat lower overhead but the overheadof that
approachs moredif cult to predictastheeffectsof number
of operatorsaandselectvities on overheadareopposite.Up-
streambackupis by far the lightestof all threeapproaches,

11

in all con gurations.Its recovery-timeperformanceés worse
than that of active standbybut similar to that of passve
standby In all casesrecoveryis howeverdominatedy fail-

uredetection.In our experimentsactualrecovery durations
arein the orderof 10smsecwhereadailure detectionis in

the orderof 100smsec. Increasingdetectionandrecovery
from approximatelylO5msecto 115msecmakestherecov-

ery overheadncurredby upstreambackupalmostnegligi-

ble.

For eachapproachthetradeof betweeroverheadandre-
covery time canbe somavhatadjustedby varying the com-
municationintervals betweennodes. Sinceoverheads in-
verselyproportionalto the communicatiorinterval whereas
recovery time is directly proportionalto it, a value at the
kneeof theoverhead/receery-timecurveis agoodtradeof.

6 RelatedWork

Recently therehasbeenmuchwork on data-streanpro-
cessinge.g.,[1, 4, 5, 18, 2Q]). In additionto Aurora,which
we discussn Section2, NiagaraC(6], STREAM[18] and
TelegraphCQJ5] are also building generalpurposestream
processingnginesAlthoughwe discussour approachem
thecontext of Aurora,ourbasic ndings aregeneral.

More recently there have been proposalsthat extend
single-serer streamprocessingystemdo distributedmod-
elsandervironments.ThefundamentaideabehindAurora*
andMedusd[7] is to transparentlyartition the logical Au-
roraprocessingetwork into multiple sub-netvorksandex-
ecutethemon distributedmachinego increasesystemscal-
ability, robustnessandperformance.

This paperdiscussespproachefor enhancingheavail-
ability of DSPSssuchas Aurora* or Medusa. High avail-
ability hastraditionally beenachievedusingtwo basictech-
niques.In the rst approacheftencalledprocesspairs,mul-
tiple copiesof the samedataare storedon disks attached
to separatgrocessorsWhenone copy fails, anothertakes
overs. Examplesof this approachinclude mirrored disks
(e.g. Tandem)[21], interleaved de-clusteringand chained
de-clusterind11]. In thesecondapproachwhichis notdi-
rectly applicableto a DSPS,dataand correspondingerror
detection/correctioinformationare spreadacrossan array
of disks[10]. Whenerrorsare discovered,this redundant
informationis usedto restorethe data.

Similarly to otherdatamanagemergystemg8, 17, 19,
mary commerciallyavailablework o w systemg12] rely on
redundantomponentdo achieve high availability. A vari-
ation of the process-pairapproachis usedin the Exotica
work o w system[13]. Insteadof backingup processstates,
Exoticalogs changego the work o w componentswhich
store inter-processmessages.This approachis similar to
upstreambackupin thatthe systemstatecanbe recovered
by reprocessinghe componentbackups. Unlike upstream
backup,however, this approachdoesnot take advantageof
the data- ow natureof processingandthereforehasto ex-
plicitly backupthecomponentstremoteseners.



The DR schemeg[14], which efciently resumedfailed
warehousédoads,is similar to upstreanbackup. Insteadof
offset-indicators DR usesoutput tuples and propertiesof
operatorgo computeduringrecovery, thetrimming bounds
oninputstreamsin contrasto DR, our schemesupportsn-

nite inputsby trimming outputqueuesat runtime. We also
supportfailure recovery at the granularityof nodesinstead
of the whole system. We do not requirethatinput streams
have ary propertysuchasorderon someattribute.

7 Conclusions

Many stream-orientedapplicationsare mission critical
and demandhigh availability. Previous work in stream-
processinghas focusedon performanceand languageis-
sues,ignoring equallyimportantissuesthat revolve around
achieving high availability. This paperpresentsan initial
steptoward high availability in stream-processingystems.

We have arguedthatthe streamingcharacteristicef our
target systemsand applicationsraisea humberof interest-
ing challengesand opportunities.We discussedow tradi-
tional availability approachesanbe adaptedo distributed
stream-processingrvironments. We alsodescribeda new
stream-orientedpproachhatleverageshedata- ow nature
of distributedstreamprocessing.

We comparedour approachesising analysisand simu-
lation acrossa variety of con gurations. Our resultsquan-
titatively characterizedhe runtimevs. recovery-timeover-
headsof the approachesln particular the resultsrevealed
thatwhile traditionalapproachesanbe effectively usedto
achieve low recovery times, exploiting the natural o w of
datacansigni cantly reduceruntime overheadgat the ex-
penseof asmallincreasen recoverytimes).We believe that,
giventhe continuousandnetwork-centricnatureof stream-
processin@pplicationsandtheeverimproving hardwarere-
liability factors protocolsthatoptimizefor runtimemessag-
ing overheadwill beincreasinglymoredesirable.

There are several immediate directions for future re-
search.First, we planto provide supportfor morecomplec
operatorghatincludewindows andpersistenstorage.Sec-
ond,we planto addresghe choiceof failover nodeswhich
is a non-trivial problemas solutionsneedto take into ac-
count potentially con icting goalssuchas balancingload
andpreservingjuerylocality. Finally, we planto implement
anddeploy our approachesin the context of Aurora* and
Medusato verify their practicalityandeffectiveness.
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