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Abstract

Role classi�cation involves groupinghostsinto re-
lated roles. It exposesthe logical structureof a net-
work, simpli�es network managementtaskssuchaspol-
icy checkingandnetworksegmentation,andcanbeused
to improvetheaccuracy of networkmonitoringandanal-
ysisalgorithmssuchasintrusiondetection.

This paper de�nes the role classi�cation problem
andintroducestwo practicalalgorithmsthatgrouphosts
basedon observed connectionpatternswhile dealing
with changesin thesepatternsovertime. Thealgorithms
havebeenimplementedin a commercialnetwork moni-
toringandanalysisproductfor enterprisenetworks.Re-
sultsfrom groupingtwo enterprisenetworks show that
the numberof groupsidenti�ed by our algorithmscan
betwo ordersof magnitudesmallerthanthenumberof
hostsandthatthewayouralgorithmsgrouphostshighly
re�ect thelogical structureof thenetworks.

1 Intr oduction

Today, many enterpriseshave internalnetworks (in-
tranets)thatareasor morecomplicatedthantheentire
Internetof a few yearsago. Managingthesenetworks
is increasinglycostly, andthe businesscostof network
problemsincreasinglyhigh.

Managingan enterprisenetwork involvesa number
of inter-relatedactivities, including:

Establishinga topology. A network's topology has a
signi�cant impacton its cost,security, andperfor-
mance.An increasinglyimportantaspectof topol-
ogy designis networksegmentation. In an effort
to provide fault isolation and mitigate the spread
of wormslike Nimda[3] andCodeRed[2], enter-
prisessegmenttheir networks using �re walls [4],
routers,VLANs [7], andothertechnologies.

Establishingpolicies. Different users of a network
have different privileges. Someusersmay have

unlimited accessto external networks while oth-
ersmayhaverestrictedaccess.Someusersmaybe
limited in theamountof bandwidththey maycon-
sume,andsoon. The numberof policiesis open-
ended.

Monitoring network performance. Almost every
complex network suffers from various localized
performanceproblems. Network managersmust
detect theseproblemsand take action to correct
them.

Detectingand respondingto security violations.
Increasingly, networks are coming under attack.
Sometimesthe targets are chosenat random,as
in most virus-basedattacks, and in other cases
they arepicked intentionally, aswith mostdenial-
of-service attacks. Theseattacksoften involve
compromised computers within the enterprise
network. Early detectionof attacksplaysa critical
role in reducingthedamage.

Conductingtheseactivitiesonahost-by-hostbasisis
not feasiblefor largenetworks.Network managersneed
to extractstructurefrom their networkssothatthey can
think aboutthemandmake decisionsat larger levelsof
granularity. Today, this structuringis mostoften done
in an ad hoc mannerthat relieson administrators'best
guessesaboutthecomputers,services,anduserson the
network. Obviously, this methodhasscalingproblems.

This paperpresentstwo algorithms that, used to-
gether, partitionthehostson anenterprisenetwork into
groupsin a way that exposesthe logical structureof a
network. The groupingalgorithm classi�es hostsinto
groups,or “roles,” basedontheirconnectionhabits. The
correlationalgorithmcorrelatesgroupsproducedbydif-
ferentrunsof theclassi�cationalgorithm.

The two algorithmstogetherprovide the following
properties:

1. They guaranteethat a host is only groupedwith
otherhoststhat have the strongestdegreeof sim-
ilarity in connectionhabits.



2. They provide a mechanismto merge groups,and
give network administrators�ne-grained control
over the merging process,so that meaningfulre-
sultscanbeachieved.

3. They dealwith transientchangesin connectionpat-
ternsby analyzingthepro�led dataover long peri-
ods.

4. They respondto non-transientchangesin connec-
tion patternsby producinga new partitioningand
describingthe differencesbetweenthe new parti-
tioningandthepreviouspartitioning.

5. Theirruntimegrowsquadraticallywith thenumber
of hostsin theenterprisenetwork.

As we demonstratein Section6, the algorithmsre-
ducethenumberof logicalunitsthatanetwork adminis-
tratormustdealwith by oneor twoordersof magnitude.
Thealgorithmsareimplementedaspartof anenterprise
monitoringandanalysissystemthatis in productionuse
at severallargeenterprises.

Section 2 outlines the systemin which the algo-
rithmsoperate,andintroducesanexamplescenariothat
will be usedthroughoutthe paper. Section3 describes
the modelsusedto develop practical solutions. Sec-
tion 4 andSection5 explainthetwo practicalalgorithms
for solving the role classi�cation problem. Section6
presentspreliminaryresults,andSection7 discussesre-
latedwork. Weconcludewith discussionsof ourcurrent
andfuturework in Section8.

2 SystemOverview

Theroleclassi�cationalgorithmsareimplementedas
partof a systemdesignedto detectandrespondto secu-
rity violations in large enterprisenetworks. Suchnet-
works commonlyconsistof tensof thousandsof com-
puters,spreadover differentgeographiclocations.The
securitysystemconsistsof probesanda centralaggre-
gator. The probesanalyzepacketson the link or links
they areattachedto, andsendrelevant information(in-
cludingIP address/porttuples)to theaggregator.

The aggregatoris a scalablesystemthat consistsof
oneor moreCPUs.It periodicallyrunsseveralanalysis
algorithmsonthedatait hasreceivedfrom theprobes.It
usestherole classi�cationalgorithmsto re�ne its anal-
ysesandto allow theadministratorsto describegroup-
basedpolicies.

Figure1 presentsa simpleenterprisenetwork anda
partitioningof computersinto groupsthat the aggrega-
tor might producebasedon thecommunicationpatterns
observed by the probes. The communicationpatterns
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Figure 1. Grouping of related hosts based on con­
nection patterns. Edge indicates that nodes com­
municate regularly. The dashed circle represents
the group boundary.

might indicatethat hostsSales-1to Sales-Ncommuni-
catewith threeservers: Mail server, Web server, and
SalesDatabaseserver. Similarly, thepatternsmight in-
dicatethat hostsEng-1to Eng-M communicatemostly
with Mail server, Web server, andSourceRevisionCon-
trol server.

Basedonthisinformationthegroupingalgorithmcan
logically divide all machinesinto � ve groups: (i) the
salesgroupconsistingof hostsSales-1to Sales-N, (ii)
theengineeringgroupconsistingof hostsEng-1to Eng-
M, (iii) the commonserver group consistingof Mail
andWeb, (iv) thesalesservergroupconsistingof Sales-
Databaseand(v) theengineeringserver groupconsist-
ing of SourceRevisionControl.

The resultsof the groupingalgorithm are currently
beingusedin two majorways:

1. The Mazu network monitoringanddetectionsys-
temdecideswhethera host's behavior matchesthe
expectedpolicy setting,partly basedon thehistory
of thehost's groupmembership.For example,if a
hostin theengineeringgroupwereto suddenlystart
openingconnectionsto theSalesDatabaseserver, it
mightbea causefor alarm.

2. Thenetworkadministratorsreview thegroupingre-
sultsto betterunderstandthestructureof their net-
worksandto getusefulinsightsfor conductingnet-
work re-organizationtaskssuch as consolidating
serversandnetwork segmentation.

The systemallows a network managerto label each
identi�ed groupwith descriptive rolesandsetpolicies



pergroup. Thesystemcontinuouslymonitorsthecom-
municationpatterns,adjustsgroupsascomputerscome
andgo, �ags policy violations,and raisesalertsabout
potentialsecurityviolations. Becauseall this informa-
tion is presentedon thelevel of groups(insteadof indi-
vidual hosts),a network manageris ableto understand
andprocessthechangesandalertsmoreeasily. Theal-
gorithmsalsoprovidenetwork administratorswith �e x-
ibility to controlthegroupingprocessto achieve results
that highly re�ect their intuitive notion of the network
structure.

The algorithms presentedin this paper are solely
basedon the connectionpatternsof hostssuchas the
setof neighboringhosts. However, the algorithmscan
easilybeextendedto useotherinformationsuchaspro-
tocols and port numbersusedand bytestransferredto
achieve desiredresults.For instance,somenetwork ad-
ministratorsmaydesirethatMail andWebserversbeput
in differentgroups. In this case,the protocol informa-
tion canbeusedto keeptheroleclassi�cationalgorithm
from groupingtogetherhoststhat usedifferentsetsof
protocols. We arecurrentlyexploring ways to expand
thecapabilityof thegroupingandcorrelationalgorithms
by providing network administratorswith more�e xibil-
ity to achievedesiredresults.

The algorithmsassumethat the connectionpatterns
of hostshighly re�ect the logical roles that they play.
For somenetworkswherethis is not true,thealgorithms
will notdoagoodjob. However, webelievethathostsin
a typical enterprisenetwork thatsharethesamelogical
rolewill demonstratesimilar connectionpatterns.

3 Model

In thissection,wedevelopamodelfor thinkingabout
the groupingproblem. We de�ne the problemin the
abstract,providing a modelwith several functionsand
parametersthat canbe adjustedto meetvariousgoals.
Laterin thepaper, wepresentandevaluateinstantiations
of theseparameters.

� Let
�

be thesetof hostsin an enterprisenetwork.
We will use �

�

� to denotethenumberof hostsin
�

.

� Let similarity beacommutativefunctionfrom pairs
of hostsin

�

to an integergreaterthanor equalto
�

. Roughlyspeaking,if similarity �����
	��
��� is high,
thenwewould likeourgroupingalgorithmto place
the hosts �

� and �
� in the samegroup. De�ning

similarity sothatit is bothef�cient to computeand
yieldsagoodgroupingisattheheartof theproblem
addressedin thispaper.

� A partitioning � of
�

respectssimilarity if for all
distinct groups �

�
	��

���
� , �

�
	��

���
�

� , and

�
� � � � ,

– similarity ��� � 	�� � ��� similarity ��� � 	������

– similarity �����
	��
����� similarity ������	�� � �

We extendthis de�nition of similarity to de�ne the
averagesimilarity betweena host � � anda group � � ,
avg similarity ��� � 	�� � � , as the ratio of the sum of the
similarity between��� andeach ��� � ��� to the num-
berof hostsin � � :

avg similarity ��� � 	�� � �"!

#%$�&('�)*&

similarity ��� � 	�� � �

� ���+�

A partitioning � of
�

respectsavg similarity if for
all � �,� � � and � �-� � , avg similarity ��� � 	�� � �.�

avg similarity ��� � 	�� � � .
Respectingsimilarity or avg similarity is not suf�-

cient to generatea useful partitioning of
�

. After all,
a partitioning that puts all the nodesin one group or
one that puts eachnode in a separategroup respects
similarity. We thereforeprovide a parameterthat can
be usedby network administratorsto control how ag-
gressive thealgorithmis in partitioning

�

into groups.

� Let /10�243 , the similarity threshold, be an integer
greater

�

. A partitioning respectssimilarity and
/

05263 if it respectssimilarity andif, for ��� and ���

in � , similarity �����7	��
�����8/
05243 .

� A partitioning � of
�

is saidto bemaximalwith re-
spectto similarity and /

05263 if it respectssimilarity
and /�05243 and theredoesnot exist anotherparti-
tioning of

�

that respectssimilarity and /*05263 and
hasfewer groups. By adjusting /*05263 , onegetsa
maximalgroupingwith fewer groupsin which the
membersof eachgroup are more similar to each
other.

3.1 De�ning Similarity

Weuseconnectionbehavior asabasisfor hostgroup-
ing, becausethat informationis easilyavailableby just
monitoringthenetwork. To grouphosts,we needto de-
�ne similarity in away thatcapturestheextentto which
pairsof hostsestablishconnectionsto the samesetof
other hosts. We start by de�ning similarity between
hostsasa functionof thenumberof commonhostswith
which they communicate.Intuitively, hoststhat share
thesamelogical role communicatewith similar setsof
hosts.

A connectionis a pair consistingof asourcehostad-
dressandadestinationhostaddress.Theconnectionset
of a host, 9:����� , is the set, ;
<��=<

�

�

and thereis a
connectionbetween� and <�> . If �

�?�
9:���

�
� , then



� � � 9:��� � � . We de�ne the relationneighbor��� � 	�� � �

to be true if andonly if � � ! � � or � � � 9:��� � � . For
lateruse,weextendthede�nition of neighborto groups
by de�ning neighbor� � �7	������ to be true if andonly if
thereexistsa host ��� � � � thatis aneighborof another
host ��� � ��� .

We canusethenotionof a connectionsetto provide
a simplede�nition of similarity:

similarity �����
	��
��� ! � 9:�������

�

9:������� � (1)

Thatis to saythatsimilarity ��� � 	�� � � is equalto thenum-
berof neighborsthat ��� and ��� have in common.

We arenow in a positionto specifytherequirements
of a groupingalgorithm. Given a setof hosts,

�

anda
similarity threshold, / 0�243 , it must �nd a partitioning,

� , of
�

that is maximal with respectto avg similarity
and /�05263 , i.e.,

1. � respectsavg similarity. This constraintguaran-
teesthateachhostis within thegroupwith whichit
hasthestrongestaveragesimilarity.

2. For all �
�

� and �
�

� , avg similarity ���1	�� �5�

/�05263 . This requirementguaranteesthat eachhost
in a group is suf�ciently closely relatedto every
otherhost in the group,thusensuringthat groups
arenot too large.

3. There is no other partitioning � of
�

that meets
the �rst two requirementsandhasa largeraverage
groupsize.This guaranteesthatgroupsarenot too
small.

This speci�cation is independentof the de�nition
of avg similarity. For some networks, such as the
one representedin Figure 1, the above de�nition of
avg similarityyieldsexcellentresults.However, for oth-
ersa slightly morecomplex de�nition worksbetter. We
presentsucha de�nition in Section4.2.

4 Role Classi�cation

Theroleclassi�cationproblemisnotdif�cult tosolve
in ideal situations,suchas the network shown in Fig-
ure 1, in which two nodesthat sharethe samelogical
role communicatewith the identical set of machines.
Clearly, such a situation doesnot re�ect the connec-
tion patternsin typicalenterprisenetworks.Threemajor
challengesof theroleclassi�cationproblemare:

1. Two hosts that sharethe samelogical role may
communicatewith drasticallydifferentsetsof ma-
chines.

2. A hostmaypotentiallybeclassi�ed into morethan
onerole.

3. The groupingresultsthat network administrators
desire may vary from network to network and
thereforetheroleclassi�cationalgorithmmustpro-
vide �e xibility for themto controlits mechanicsso
thatmeaningfulgroupingresultscanbeachieved.

In a typical network settingfor a technologycompany,
eachlabor testmachinemaybededicatedto asingleen-
gineer. Thus,eachof theselabmachines,despitesharing
thesamerole,canhavea connectionpatternthatis very
differentfrom the restof the lab machines.To be able
to correctly group suchmachinestogether, the group-
ing algorithmmusttake into accountthepotentialroles
of neighboringhostsratherthancomparingtheneighbor
sets.

Furthermore,somehostsmay potentially be classi-
�ed into morethanonerole. For instance,therecould
exist a machinein the network in Figure 1 that com-
municateswith bothsetsof machineswith which many
engineeringmachinesandsalesmachinescommunicate
respectively. In suchcases,the connectionpatternsof
hostsmust be evaluatedcarefully to ensurethat each
host is groupedwith otherhostswith which it hasthe
strongestsimilarity in connectionhabits.

The role classi�cation problemis not trivial for the
aforementionedreasons.Not only doesthecomputation
of thesimilarity measurematter, but theprocessof how
nodesaregroupedbasedon thesimilarity valuesamong
nodepairsis alsoimportant.

Thegroupingalgorithmconsistsof two phases:i) the
groupformationphaseandii) thegroupmergingphase.
Thegroupformationphaseidenti�es eachgroupof hosts
that have similar setsof neighborsusinga simplesim-
ilarity measuresuchasthe onedescribedin Section3.
The purposeof the groupformationphaseis two-fold:
i) to ef�ciently identify variousgroupsof hosts,eachof
which hasdrasticallydifferent overall connectionpat-
terns,andii) to preparefor the secondphaseof theal-
gorithm. Theformationphaseof thealgorithmcanef�-
ciently �nd thedesiredpartitioningfor theexamplenet-
work in Figure1 but may fail for many networkssince
it doesnot take into accountthepotentialrolesof neigh-
boringhostsasexplainedearlier. In general,thegroup
formation phasemay generatea partitioning that con-
tainsmoregroupsthandesired.

The group merging phasedecideswhethergroups,
producedby theformationphase,canfurtherbemerged
using a much more sophisticatedsimilarity measure.
This phaseprovides network administratorswith �ne-
grainedcontrol over the merging processso that the
grouping resultsre�ect their intuition of the network
structure.



4.1 Forming Groups

Group formation can be thoughtof as a graphthe-
ory problem. From the connectionsetsof

�

, one can
generatea neighborhoodgraph,nbh-graph, whereeach
noderepresentsahostandeachedgewith weight � rep-
resentsthat thereare � commonneighborsbetweenthe
hosts. Thus,a neighborhoodgraphcapturesthe extent
to which pairsof hostscommunicatewith thesameset
of otherhosts.We useanundirectedgraphsincealmost
all communicationbetweenhostsin the intranetsis bi-
directional. However, in certainsituations,directional-
ity maybe usedto improve thequality of thegrouping
resultsandwe continueto investigatethis issue.

Oneapproachto thegroupingproblemis to treatit as
a k-cliqueproblemwherenbh-graphis partitionedinto
cliquesof size

�

in which eachedgein thecliquehasa
weight greaterthanor equalto someconstant� . Once
a

�

-clique is identi�ed, oneassignsall thenodesin the
�

-cliqueto onegroup,sincethey all shareat least� com-
mon neighbors.This approachis problematic,because
(i) the

�

-clique problemis NP-complete[25], and (ii)
requiring that eachhost pair in a group hasexactly

�

commonneighborsis toostrongarequirement.
Another approachis to treat groupingas relatedto

the problem of identifying bi-connectedcomponents
(BCCs). A BCC is a connectedcomponentin which
any two edgeslie in a simplecycle. Thus, thereexist
at leasttwo disjoint pathsbetweenany two nodesin a
BCC. Unlike the

�

-cliqueproblem,BCC canbesolved
in �:�����	� � , where� and � arethenumberof nodes
andedgesin the graphrespectively [9, 27]. Moreover,
all nodesin theBCCneednotbeconnectedto eachother
directly. Thisapproachis theonewe use.

Thegroupformationphaseoperatesasfollows:

1. Generate the connectivity graph, conn-graph,
basedon theobservedconnectionpatterns.

2. For
�

!

�

0�

� down to 1, where
�

0�

� is themax-
imum numberof hostswith which a single host
communicates:

Repeatuntil nonew groupscanbeassigned:

(a) From conn-graph, build the k-neighborhood
graphk-nbh-graph.

(b) Remove group nodes(see2d) from k-nbh-
graph.

(c) Generateall BCCsin k-nbh-graph.

(d) For eachBCC � , replacein conn-graph the
nodesin � by a new group node � rep-
resentingthosenodes. Label � by a pair

�

���

)

	��

)

� , where
���

)

is auniqueidenti�er

and �

)

is
�

. ( �

)

will beusedlater to com-
putethedegreeof similarity betweengroups.)

(e) For eachungroupedhost � , where
�	�����

� 9:��� � � and
���

�

���

, createa new group �

containingonly � asdescribedin 2d.

The algorithm runs iteratively over conn-graph un-
til no ungroupednoderemainsor

�

!

�

. At eachstep
multiple BCCsmay be identi�ed simultaneouslyanda
singlenodecould be a part of severalBCCsindicating
that it may sharemultiple roles. In this case,the node
becomesa partof a BCC with the largestsize. If more
thanonesuchBCCexists,wechooseonerandomly. By
iterating over

�

from high to low, the algorithm asso-
ciateseachhost � with other hostswith the strongest
similarity.

In the groupingalgorithm,the minimum numberof
nodesrequiredto form a BCC is two. Technically, the
minimumnumberof nodesto form aBCCis � , sincewe
do not allow duplicateedgesbetweenany two nodes.
Nevertheless,weallow two isolatednodesconnectedby
anedgeto form agroup.

Sincea BCC is not a clique,somenodepairsin the
BCC maynot have edgesbetweenthemallowing node
pairsthatdonotshareatleast

�

commonneighborsto be
in the samegroup. However, any two nodesin a BCC
have at least two disjoint pathsalong which two suc-
cessive nodesshareat least

�

commonneighbors. In
otherwords,any two nodesin agroupdemonstratein at
leasttwo differentwaysthatthey have strongsimilarity
in connectionhabits,signi�cantly reducingthepossibil-
ity that they mayserve differentroles.This observation
is a majorreasonwhy we believe BCCsaresuitablefor
forminggroups.

Whena setof hostsis placedinto a group,thenodes
representingthosehostsareremoved from conn-graph
andreplacedby onenode(calledthe group node) rep-
resentingthe entiregroup. Thereareedgesconnecting
thatgroupnodeto eachnodeto which oneof thehosts
in thegroupwasconnected.

In somecaseswhereanodemayhaveconnectionpat-
ternssodifferentfrom any othernodes,thenodeshould
form a groupby itself. Step2eformsa new groupwith
only � in it if thereexist no nodesthathave thenumber
of commonneighborsgreaterthanor equalto

���

9:��� � .
We set

�

!

���  

and�nd that it workswell with various
networks.

Figure2 illustratestheevolution of thegroupingal-
gorithm, in termsof k-nbh-graph, for the network de-
picted in Figure 1. The �rst group is formed when

�

!"!#�$� , where ! is the numberof hostsused
by salespersonnelsand � is the numberof hostsused
by engineers.For speci�city, let us assumethat ! !

� !%� . As shown in thepicture,the6-nbh-graphcon-
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Figure 2. Evolution of the grouping algorithm at var­
ious

�

values.

tains two hosts,Mail andWeb, and the algorithmputs
themin onegroup. When

�

! � , the algorithmiden-
ti�es two additionalBCCs,onecontainingall thesales
machinesand the other, all the engineeringmachines.
Finally, becauseof thebootstrapcondition(seeStep2e),
thealgorithmcreatestwo groups,onecontainingSales-
Databaseand the other, SourceRevisionControl, when

�

!

�

�

���  

�

! .

4.2 Merging Groups

The aforementionedgroupformationalgorithmthat
usesa simple de�nition of similarity tendsto produce
too many groupsin many situations.Consider, for ex-
ample,thenetwork in Figure1 modi�ed sothatSales-1
communicateswith theMail andSalesDatabaseservers
but not theWebserver. Thegroupingalgorithmin Sec-
tion 4 will createtwo groupsfor thesaleshosts,onethat
only containsSales-1andonethat containsthe restof
thesaleshosts.Thismightbeappropriate,but it is prob-
ablynotwhatanetwork administratorwouldwant.

The groupmerging phasebuilds on the resultsgen-
eratedby thegroupformationphase.It mergesgroups
thataresimilar in connectionhabitsin awaythatallows
usersto controltheprocesssothatmoremeaningfulre-
sultscanbeachieved.

During thegroupingphase,we mergetwo groupsif
they meetthefollowing two requirements:

Similarity requirement. The similarity measurebe-
tween the two groups exceedsa user-speci�ed
threshold.

Connectionrequirement. Theaveragenumberof con-
nectionsof eachgroupis comparable.

PROCEDURE MEETCONNECTIONREQ(
���������

) 	

a1 
���
������

�

�����

���

� �

�

�

a2 
 ��


&

���

&

�����

���

� �

&

�

return(a1is within � percentof a2)
�

PROCEDURE MEETSIMILARITYREQ(
���

,
���

) 	

kmax 
! #"%$'&)(

�

�

�

(

�

&+*

,


 SIMILARITY(
� �

,
� �

)
if (kmax -.(

�0/

and ,

-.1

�0/

2 )
returntrue;

else
return(kmax 3.(

�0/

and ,

-.1�4 5

2 )
�

PROCEDURE SIMILARITY(
���

,
���

) 	
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Figure 3. Pseudo­code for determining the similar­
ity and connection requirements.

The algorithmrepeatedlymergestwo groupsthat meet
the two requirementsand have the highestsimilarity
measureuntil no groupscanbe merged. The � value
of a newly mergedgroupis setto theminimumnumber
of connectionsa hostin thegrouphas.

Figure3 depictsthepseudo-codefor determiningthe
averageconnectionrequirementand the similarity re-
quirement.TheprocedureMEETCONNECTIONREQ de-
cideswhetherthetwo groups,� � and ��� , meetthecon-
nectionrequirement. This requirementkeepsa group
with a largenumberof connectionsfrom merging with
anothergroupwith a muchsmallernumberof connec-
tions.

The procedureMEETSIMILARITYREQ determines
whether the two groups meet the similarity require-
ment. /

$

2 and /RQTS , /

$

2VU

/RQTS , are similarity thresh-
olds that canbe setby the userto control the merging
process.Which thresholdis useddependsuponwhether
max���

)

�

	��

)*&

� � �

$

2 , where �

$

2 is a constantin-
tendedto de�ne whethera �

)

valueis “high.” Thesim-
ilarity thresholdfor merginggroupsis higherfor groups
with ahigh �

)

value,thosegroupswhosememberhosts
sharea high numberof commonneighbors.This is be-
causemerging two groupscanchangetherelationships
betweenothergroupsin a way that inducesadditional
undesirablemerges.

Again, considerthe groupsin the examplenetwork



illustratedin Figure1. Noticethatif � is large,thesimi-
larity measurebetweentheSalesDatabasegroupandthe
Mail andWeb groupwill be large. Similarly, for large

! , theSourceRevisionControl groupwill behighly sim-
ilar to theMail andWebgroup. If all threegroupswere
to merge,it would effectively causethesalesgroupand
theengineeringgroupto merge,resultingin a partition-
ing with two groups:onecontainingall theservers,and
onecontainingall otherhosts. In mostsituations,this
groupingwould be undesirablesince the network ad-
ministratorslose the importantseparationbetweenthe
Salesmachinesand the Eng machines.For theserea-
sons,groupswith high �

)

valuesarerequiredto have
a highersimilarity measureto merge. We discusshow
bestto choosetheconstantsin Section6.

SIMILARITY computesthe similarity � (between
�

and
�����

) of connectionpatternsbetweentwo groups.
9 � ����� 	�� ��� returnsthetotal numberof connectionsbe-
tween ��� and ��� , where �

2 could eitherbe a hostor a
group. Two groupsareconsideredsimilar if they have
many commonneighboringgroupsandsimilar average
numbersof connections. For example, if the set of
neighborsof � � is asubsetof thesetof neighborsof � � ,
it increasesthedesirabilityof mergingthesetwo groups.
However, if the averagenumbersof connectionsof �

�

and �
� are quite different, the desirabilityof merging

themis lessened.

5 Role Corr elation

Over time, connectionhabits may evolve as new
servers and employeesare addedwhile someexisting
onesleave. Sometimeshostsmaybehave erraticallyas
a resultof beingvictims or villains of denialof service
(DOS)attacks.Dueto any of thesebehaviors,thegroup-
ing algorithmmayproduceadifferentsetof groupsthan
theoneproducedby thealgorithma few daysago. As
explainedin Section4, the groupingalgorithmassigns
an integer ID to eachgroup of hoststhat it identi�es.
Thereis no guaranteethat the setsof IDs producedby
two runsof the groupingalgorithmwill have any cor-
relationbetweenthem. This situationis clearly unde-
sirableto the userswho may want to associatelogical
namesandpolicy settingsto thegroupIDs andpreserve
thesegroupspeci�c datathroughoutthe executionsof
thegroupingalgorithmat varioustimes.

In this section,we describein detail the groupcor-
relationalgorithmthat takesthetwo setsof resultspro-
ducedby thegroupingalgorithmandcorrelatestheIDs
of onesetwith thatof theotherso that the two groups,
onein eachsetof resultinggroups,will have the same
ID if andonly if themachinesin bothgroupsarehighly
likely to sharethesamelogical role.

5.1 Challenges

For therestof this section,we assumethat thereex-
istsa uniquehostidenti�er thatneverchanges.We note
thattheIPaddressmaynotbeagoodusewhenDynamic
HostControlProtocol(DHCP)is usedsincea host's IP
addressmay changeover time. For smallernetworks,
a simplesolutionsuchasusingDNS namesasunique
identi�ers anddynamicallyupdatingthe changesof IP
addressesmay be suf�cient [26]. This problemof as-
signingauniqueidenti�er to eachhostwithin enterprise
networksis beyondthescopeof this paper.

Theconnectionhabitsof a hostmaychangeasa re-
sult of thefollowing events:i) new hostarrivals,ii) ex-
isting host removals, and iii) role changesby existing
hosts.Dueto acombinationof theseevents,someexist-
ing hostsmaycommunicatewith differentsetsof hosts
andthustheresultsof thegroupingalgorithmbeforeand
aftertheseeventsmaybedifferentas:i) new groupsare
formed,ii) existing groupsaredeleted,iii) themember
compositionsof somegroupschange,andiv) the con-
nectionsetsof somegroupschange.Thechangesaffect
not only the hostsdirectly involved in the aforemen-
tionedeventsbut alsoto otherhostswhoseconnection
habitshavenot changedin a logicalsense.

Hypothetically, if we know theexactsequenceof ev-
ery singlechangeevent thathappenedbetweentwo ex-
ecutionsof the role classi�cationalgorithm,the results
of the �rst executioncouldbe incrementallyupdatedto
achieve thenew results.Having sucha changelog, al-
thoughnot impossible,cancomplicatethenetwork data
gatheringprocess.More importantly, a detailedchange
log cannotalwaysleadto correctID correlations.

Consider the example network in Figure 1. As-
sumethat Sales-1and Eng-1 switch roles as a result
of personnelsswitching jobs or changingmachines.
Sales-1now communicateswith SourceRevisionCon-
trol whereasEng-1communicateswith SalesDatabase.
From the changelog, it would seem that the con-
nectionsetsof both SourceRevisionControl andSales-
Databasechangewhereasin reality, their logical roles
never changed.The dif�culty hereis in distinguishing
which changesin connectionpatternsare the primary
causesthatresultin differencesin groupformationsbe-
tweentwo executionsof the groupingalgorithm. Fur-
thermore,theremayalsobenaturalchangesin connec-
tion patternsof many nodes. For instance,an existing
server machinemay be replacedby two new machines
that do load sharingamongclient machines.The log-
ical rolesof the client machineshave not changedbut
theirobservedconnectionpatternshave. Therestof this
sectiondescribestherolecorrelationalgorithmthatdoes
notrely onthechangelog but ratherusesthesamesetof
information(i.e. only connectionsets)madeavailableto



thegroupingalgorithm.

5.2 The RoleCorr elation Algorithm

Thecorrelationalgorithmoperatesby comparingthe
resultsof two executionsof the groupingalgorithms.
Let ������� and ��� be the group setsgeneratedby the
groupingalgorithmat time

���

�

and
�

respectively. The
correlationalgorithmupdatesthe ID setof ��� , so that

���

)

�

!

� �

)

�
	

�

, where � � � � � and � ����� � � ����� ,
if andonly if � � and � ����� consideredto representthe
samelogical role. Morespeci�cally, theconnectionpat-
ternsof themembersof � � andthoseof � ����� arevery
similar. Thegroupscorrelationalgorithmcorrelatesthe

���

)

� and
� �

)

��	

�

in a meaningfulmannerandthusal-
low applicationsto preservedataspeci�c to a particular
group.

Therolecorrelationalgorithm:

� Isolatesthe primary events,suchas nodearrivals
and removals, that directly affects the connection
habitsof groups,

� Identi�es nodesthathave not changedtheir neigh-
bors,

� Heuristically computesthe time-varying similar-
ity betweenthe connectionhabitsof two groups
formedat times

�

and
���

�

, andassigns
� �

)

�

!

���

)

�
	

�

if andonly if theroleof hosts(in termson
their connectionpatterns)in �����1� canbe consid-
eredidenticalto theroleof hostsin �

� .

First, thecorrelationalgorithmeliminatesthediffer-
encesbetweenthe two hostsets,

�

� and
�

���1� , so that it
cancomparetheconnectionpatternsmeaningfully. The
algorithmcomputesthesetof nodesthatexistedat time

���

�

but have beenremoved in time
�

(
�

���1��


�

� ), and
the setof nodesthat only appearat time

�

(
�

��


�

���1� ).
All new nodesareremoved from

�

� anddeletednodes
areremoved from

�

����� . Thus, the changesin connec-
tion setof eachhostis only asadirectresultof changing
connectionpatternsbetweenthe hostandits neighbors
(whichexistedat time

�

).
Second,thealgorithmheuristicallyidenti�es theset,

�

same, of nodesthatarevery like to play thesamelog-
ical rolesfrom

���

�

to
�

. We saythat the two nodes���

and �
���1� arehighly likely to be thesamemachine(i.e.

it hasn't changedits logical role) if they havetheidenti-
cal connectionsets.Speci�cally,

�

same ! ;7�
�

� � �
����� �

�

�����
	�9:���

�
� ! 9:���

���1�
��> . We will explain shortlyhow

weusethefactthatahost �
�

�

sameto ouradvantagein
computingthetimevaryingsimilarity measure.

The role correlation algorithm will determine
whetherthetwo groups�

� and �
���1� arethesamegroup

by heuristicallycomputingthe time-varying similarity
measureandcomparingagainstthe pre-de�nedthresh-
old. The group correlationalgorithm operatesas fol-
lows:

1. For eachgroup ��� , identify ��� and ������� as the
same group if i) �����1� has the strongesttime-
varying similarity with � � , amongall the groups
in � ����� andii) theaveragenumberof connections
is at leastwithin �

$

2 percentof theaveragenumber
of connectionsof � ����� .

2. For eachgrouppair� ����	���������� that remainuncor-
related, decide whether ��� and �����1� represent
the samelogical group basedon how similar the
connectionpatternsbetween��� and its neighbor
groupsareto thosebetween������� andits neighbor
groups.

Step1 decideswhetherthetwo groups�
� and �

�����

areidenticalbasedon the time varying similarity mea-
sure.As in Section4.2,we computethesimilarity mea-
surebasedon the averagenumberof connectionsbe-
tweenthe groupsand their commonneighbors. How-
ever, �nding thecommonneighborsetbetween�

� and
�����1� is not trivial. This is becausewe cannotsimply
assumethat a neighbor ���

�
9:����� � and a neighbor

�������
�

9:� �����1� � arethesamehostevenif they havethe
samehostidenti�er. We usethefollowing techniquesto
identify thecommonneighborset:

� If a neighbor�
� of �

� sharesthesamehostidenti-
�er with theneighbor�

���1� of �
����� andbothhave

beenconsideredhighly likely to be the samehost
(i.e. �

�
	��

����� �

���


 0�� ), we assume�
� is the

neighborto �
� in thesamewayas �

���1� is to �
����� .

� For eachneighborpairs �����(	��������(� thatarenotcon-
sideredashighly likely to bethesamehost,we as-
sume ��� is theneighborto ��� in thesameway as

�
���1� is to �

���1� if andonly if the following con-
dition is true. The connectionsetsizeof �

����� is
within �

$

2 percentof thatof �
� andnootherneigh-

bor of �
����� hasthe connectionsetsizecloserto

thatof �
� .

Thealgorithmthencomputesthetime-varyingsimilarity
measurebetweeneachneighborpair ���

�
	��

�����
� , which

meetsthe aforementionedrequirements,as the mini-
mumof theaveragenumberof connectionsbetween���

and ��� and between �����1� and �����1� . If the sum of
the similarity measuresfor all commonneighborpairs
within theboundsof thespeci�ed thresholds, thealgo-
rithm declaresthatgroups�

� and �
���1� meanthesame

group.



6 Results

In this section,we evaluatethe performanceof the
algorithmsusingtracesgatheredover a dayat two cor-
poratenetworks. We show that the algorithmsoperate
well for bothnetworksandexaminetheeffectsof user-
de�nedthresholdsontheresultsof theroleclassi�cation
algorithm.

We call the two test networks Mazu and BigCom-
pany. Mazu is part of the corporatenetwork at Mazu
Networks, Inc., in Cambridge, MA. It consists of
110 hosts,including engineeringworkstations,several
servers,and laptops. Mazu developsvarioussoftware
productsin theareaof network securityandmonitoring.
The BigCompany network consistsof 3638 hosts,in-
cludingworkstations,servers,andmany IP phones.For
privacy reasons,BigCompany mustremainanonymous.

6.1 Effectivenessof the Grouping Algorithm

We evaluatethe effectivenessof the role classi�ca-
tion algorithmby comparingthe groupsformedby the
algorithmagainstthelogical rolesthathostsplay asde-
terminedby knowledgeablenetwork administrators.For
all theexperiments,unlessotherwisenoted,wesetuser-
de�ned thresholds,/

$

2

!��

�

	�/RQTS !���� 	 and �

$

2

!�� .
We examinehow thesethresholdsaffect the resultsin
latersections.

Figure 4 shows someof the groupsformed by the
role classi�cation algorithmrunningon the Mazu data
andcon�gured with the default parameters.Eachcir-
cle in the�gure representsagroupandlists its members
andits connectionswith othergroups.Wherepossible,
we have indicatedthe logical role of eachhost,which
we obtainedby askingtheMazunetwork administrator.
(Of course,this logical informationwasnotusedin con-
structingthegrouping.)

Observe that the role classi�cationalgorithmplaced
almostall engineering(eng) machinesin asinglegroup,

��� . Also notethat thenumberof connectionsof anen-
gineeringhostvariesfrom 4 to 9. Similarly, mostma-
chinesusedby sales,management(admin) andopera-
tions(ops) wereplacedin asinglegroup,��� . Thelargest
group, �

�

, containsnew machinesandtestmachinesin
thelab.

However, four hoststhatareidenti�ed asengineering
machinesareplacedin group ��� ratherthangroup ��� .
The reasonis that thesemachinesdo not communicate
with a setof hoststhat engineeringmachinesin group

���

communicatewith. As shown in Figure4, eachengi-
neeringmachinein group

���

has,on average,onecon-
nectionwith group

���

, which consistsof a Unix mail
server, and one connectionwith group

 

, which con-
sistsof a sourcerevision control server (not shown in

the �gure). On the otherhand,almostevery saleshost
in group �	� communicateswith boththeMicrosoft Ex-
changeserver andtheNT sever from group �

�

, but not
with theUnix mail servernor thesourcerevisioncontrol
server. In fact, therearejust two connectionsbetween
group ��� andeachof groups

 

and
���

. The four engi-
neeringhostsin ��� had connectionpatternsvery sim-
ilar to thoseof saleshosts,so they were groupedac-
cordingly. Most probably, thesemachinesareusedby
engineeringmanagerswhodo notperformengineering-
relatedtaskssuchascoding,andusetheExchangemail
server insteadof theUnix mail server.

If wehavetheperfectknowledgeof thelogicalstruc-
tureof thenetwork, wecanusethatknowledgeto quan-
tify the resulting quality of the groups producedby
groupingalgorithms. One simple yet effective metric
usedin theclustervalidationliterature[16, 12] is Rand
Statistic, which is basedon testingwhethera pairof ob-
jectsbelongsto thesamegroupasdecidedby thegroup-
ing algorithm and accordingto our knowledge. Let

� and ��
 be the partitioningsof hostsproducedby a
groupingalgorithmandbasedonourknowledgerespec-
tively. Let /"/ , /

�

,
�

/ and
� �

bethenumbersof host
pairsthat belongto the samegroupin both ��
 and � ,
to thesamegroupin �

 andto differentgroupsin � , to
differentgroupsin �

 andto thesamegroupin � , and
to differentgroupsin both �


 and � respectively. /

�

and
�

/ are indicative of how different � is from ��
 .
RandStatistic � ! �	�������

�	�������������������

is between
�

and
�

. Thehigherthevalue,themoresimilar � and ��
 are.
For theMazunetwork, we wereableto ascertainthe

logical rolesof all except8 hosts. We worked closely
with theMazu network administratorto obtain �


 , the
ideal partitioning of hosts. We �nd that the partition-
ing producedby the groupingalgorithm (with default
parameters)achieves /"/ !��	��� 	�/

�

!��

���

	

�

/ !

�

� �
	

� �

! �����

 

and � !

���

���

 

� . This shows that
the resultsof the groupingalgorithm re�ect to a high
degreeour intuitivenotionof theunderlyingstructureof
thenetwork. We notethat the reasonfor having a rela-
tively high /

�

is becausethealgorithmidenti�es sub-
setsof hostswithin largegroupsasseparategroups.For
instance,thegroupingalgorithmproducesa few differ-
entgroups,eachcontainingasingleengmachineinstead
of putting themin group �

�

(not shown in the �gure).
This is becausethoseengmachineshave thetotal num-
ber of connectionsfar greaterthanthe averagenumber
of connectionsthat a host in group �

�

does. Suchdis-
tinctionmayproveusefulin certainsituations.

Table1 lists the� ve largestgroupsproducedby run-
ning the groupingalgorithm on the BigCompany net-
work. Again,we reliedon informationgeneratedby the
network administratorto helpusunderstandwhetherthe
groupingsgeneratedby thealgorithmmatchedthe log-



Group 10(9) 
10.0.0.16 (unix_mail): 16

----comm with----
Group 8: 1
Group 9: 1
Group 17: 1
Group 71: 2
Group 85: 10
Group 87: 1

Group 71(25) 
10.0.0.18 (mazu_nt): 48

10.0.0.26 (ms_exchange): 25

----comm with----
Group 6: 0.5
Group 8: 1
Group 9: 1
Group 10: 1

Group 17: 0.5
Group 21: 0.5
Group 22: 1

Group 28: 0.5
Group 69: 0.5
Group 71: 0.5
Group 76: 0.5
Group 80: 0.5
Group 84: 4

Group 85: 7.5
Group 87: 16.5

Group 80(1) 
10.7.1.54 (new_machine): 2
10.7.1.12 (new_machine): 3
10.7.1.14 (new_machine): 2
10.7.1.51 (new_machine): 2
10.7.1.53 (new_machine): 2
10.7.1.11 (new_machine): 2
10.7.1.13 (new_machine): 2

10.0.0.19 (lab): 1
10.2.0.18 (lab): 1
10.0.0.52 (lab): 1
10.2.0.20 (lab): 1
10.1.0.69 (lab): 1
10.1.0.23 (lab): 1
10.2.0.42 (lab): 1
10.2.0.17 (lab): 1
10.2.0.19 (lab): 1
10.1.0.70 (lab): 1

10.7.100.39 (new_machine): 1
10.1.0.14 (lab): 1

10.7.7.250 (new_machine): 2
10.0.0.21 (build): 4
10.1.0.71 (lab): 3
10.1.2.18 (lab): 3
10.2.0.24 (lab): 2
10.0.0.29 (lab): 3
10.2.0.23 (lab): 2
10.1.0.12 (lab): 2

----comm with----
Group 4: 1

Group 6: 0.296296
Group 8: 0.037037
Group 9: 0.259259
Group 71: 0.037037
Group 85: 0.148148

Group 85(4) 
10.0.0.94 (eng): 8
10.0.0.102 (eng): 4
10.0.0.91 (eng): 10
10.0.0.124 (ops): 11
10.0.0.118 (eng): 4
10.0.0.114 (eng): 9
10.0.0.92 (eng): 7
10.0.0.93 (eng): 4
10.0.0.103 (eng): 5
10.0.0.109 (eng): 5
10.0.0.123 (eng): 4

----comm with----
Group 4: 0.909091
Group 6: 0.909091
Group 8: 0.0909091
Group 10: 0.909091
Group 21: 0.272727
Group 27: 0.181818
Group 67: 0.181818
Group 71: 1.36364
Group 76: 0.363636
Group 80: 0.363636
Group 84: 0.636364
Group 86: 0.272727

Group 87(2) 
10.0.0.81 (?): 3

10.0.0.70 (sales): 3
10.0.0.72 (?): 2

10.0.0.110 (admin): 5
10.0.0.157 (sales): 5
10.0.0.132 (eng): 6

10.0.0.115 (admin): 5
10.0.0.162 (sales): 5
10.0.0.122 (eng): 4

10.0.0.140 (admin): 4
10.8.0.11 (test_bed): 3

10.0.0.120 (ops): 6
10.0.0.116 (admin): 4
10.0.0.101 (ops): 6
10.0.0.143 (eng): 5

10.0.0.134 (admin): 3
10.0.0.146 (eng): 3

----comm with----
Group 4: 0.823529
Group 6: 0.0588235
Group 10: 0.0588235
Group 22: 0.117647
Group 28: 0.0588235
Group 30: 0.0588235
Group 54: 0.0588235
Group 64: 0.0588235
Group 71: 1.94118
Group 76: 0.764706
Group 84: 0.117647
Group 87: 0.0588235

Figure 4. Grouping results based on data gathered over one day at Mazu. The number in parentheses next to
the group ID is the group's �

)

. The number next to each host is a count of the host's connections. Each line
after “comm with” denotes a neighbor group and the average number of connections between the group and that
neighbor.

ical structureof the network. Group
���

�

�

consistsof
desktopswhoseIP addressesaremanagedby theDHCP
server. Almost everymachinein group

���

�

�

communi-
cateswith approximately85� of themachinesin group

���

��� , andvice-versa.This patternsuggeststhat it was
appropriatefor the groupingalgorithmto combinethe
machinesin group

���

��� , which usestatic IPs, into a
group. Most machinesin both groupsrun Microsoft
Windows. The high numberof connectionsbetween
the groupsis due to Windows �le sharing,which uses
the NetBIOSnetwork protocol. File sharingcreatesa
large numberof connectionsbetweenthe hostsin the
two groups,even thoughin both groupsthereis little
intra-groupcommunication.We continueto investigate
this interestingrelationshipbetweenthe two groups. It
is striking,andfurtherproofof theneedfor betteranaly-
sistools,thatthenetwork administratorswehavetalked
to themselvesdon't know why thegroupsarepartitioned
in this way.

The groupingalgorithm also correctly classi�es all
IP phonesinto onegroup,

�����

� . Group
���

��� consists
of webserversandotherserversthatdesktopsin group

���

�

�

regularly communicatewith. Group
���

��� is the
largestgroup,with 1519members.Most machinesin
thisgrouphaveasingleconnection(hencetherolename

idle), andthatis to ahostthatopensconnectionsto about
1,600 machines. With our help, BigCompany is cur-
rently investigatingwhy thishostscansabout45%of all
the machineson the network. This exampleis another
good useof how the role classi�cation algorithm can
beappliedto understandnetworksanddetectanomalous
behavior.

Table2 summarizesthe groupingresultsof the two
networks. Observe that the numberof groupsin the
BigCompany network is 26 timessmallerthanthenum-
berof hosts.Unfortunately, we cannotuseRandStatis-
tic to quantify the quality of the groupsproducedby
thegroupingalgorithmsincewe don't have the perfect
knowledgeof the logical roles of eachmachinein the
BigCompany network. Nevertheless,the network ad-
ministratorsat BigCompany report that they �nd them
both useful and consistentwith their intuitions about
their networks. We arealsoin theprocessof analyzing
a largernetwork ownedby HugeCompany thatconsists
of 49,041hosts.

6.2 Effectivenessof the Corr elation Algorithm

Thissubsectionshowsthatfor aspeci�c scenario,the
role correlationalgorithm associatesnew groupswith



Group 10(10): old 10
10.0.0.26 (unix_mail): 17

----comm with----
Group 8: 1
Group 9: 1
Group 16: 1
Group 71: 2
Group 87: 11
Group 88: 1

Group 71(24): old 71
10.0.1.18 (new-mazu_nt): 48
10.0.0.16 (ms_exchange): 24

----comm with----
Group 6: 0.5
Group 8: 1
Group 9: 1
Group 10: 1

Group 16: 0.5
Group 21: 0.5
Group 22: 1

Group 29: 0.5
Group 69: 0.5
Group 71: 0.5
Group 80: 0.5
Group 82: 0.5
Group 86: 4
Group 87: 8

Group 88: 15.5

Group 82(1): old 80
10.7.1.54 (new_machine): 2
10.7.1.12 (new_machine): 3
10.7.1.14 (new_machine): 2
10.7.1.51 (new_machine): 2
10.7.1.53 (new_machine): 2
10.7.1.11 (new_machine): 2
10.7.1.13 (new_machine): 2
10.7.7.250 (new_machine): 2

10.2.0.18 (lab): 1
10.0.0.52 (lab): 1
10.2.0.20 (lab): 1
10.1.0.69 (lab): 1
10.1.0.23 (lab): 1
10.2.0.42 (lab): 1
10.2.0.17 (lab): 1
10.2.0.19 (lab): 1
10.1.0.70 (lab): 1

10.7.100.39 (new_machine): 1
10.1.0.14 (lab): 1
10.0.0.19 (lab): 2

10.0.0.21 (build): 4
10.1.0.71 (lab): 3
10.1.2.18 (lab): 3
10.2.0.24 (lab): 2
10.0.0.29 (lab): 3
10.2.0.23 (lab): 2
10.1.0.12 (lab): 2

----comm with----
Group 4: 1

Group 6: 0.296296
Group 8: 0.037037
Group 9: 0.259259
Group 71: 0.037037
Group 87: 0.185185

Group 87(4): old 85
10.0.0.94 (eng): 8

10.0.0.200 (new-eng): 4
10.0.0.102 (eng): 4
10.0.0.91 (eng): 10
10.0.0.124 (ops): 11
10.0.0.118 (eng): 4
10.0.0.114 (eng): 9
10.0.0.92 (eng): 7
10.0.0.93 (eng): 4
10.0.0.103 (eng): 5
10.0.0.109 (eng): 5
10.0.0.123 (eng): 4

----comm with----
Group 4: 0.833333
Group 6: 0.916667
Group 8: 0.0833333
Group 10: 0.916667

Group 21: 0.25
Group 28: 0.166667
Group 67: 0.166667
Group 71: 1.33333
Group 80: 0.333333
Group 82: 0.416667
Group 86: 0.583333

Group 89: 0.25

Group 88(2): old 87
10.0.0.81 (?): 3

10.0.0.70 (sales): 3
10.0.0.72 (?): 2

10.0.0.157 (sales): 5
10.0.0.132 (eng): 6

10.0.0.115 (admin): 5
10.0.0.162 (sales): 5
10.0.0.122 (eng): 4

10.0.0.140 (admin): 4
10.8.0.11 (test_bed): 3

10.0.0.120 (ops): 6
10.0.0.116 (admin): 4
10.0.0.101 (ops): 6
10.0.0.143 (eng): 5

10.0.0.134 (admin): 3
10.0.0.146 (eng): 3

----comm with----
Group 4: 0.8125
Group 6: 0.0625
Group 10: 0.0625
Group 22: 0.125
Group 29: 0.0625
Group 31: 0.0625
Group 55: 0.0625
Group 65: 0.0625
Group 71: 1.9375
Group 80: 0.6875
Group 86: 0.125
Group 88: 0.0625

Host Previous New

role role

10.0.0.16 unix mail ms exchange

10.0.0.26 ms exchange unix mail

10.0.0.18 mazunt -
10.0.1.18 - mazunt

10.0.0.200 - eng

10.0.0.110 admin -

Figure 5. The grouping results on the Mazu network with several changes (see table) to the connection patterns.
The number next to “old” represents the ID of the correlated group shown in Figure 4.

GroupID Members Logical Role

1043 1490 Idle
1020 158 DHCP-Desktops
1138 396 Servers
1092 167 IP-Phones
1075 156 StaticIP-Desktops

Table 1. The �v e largest groups classi�ed in Big­
Company network that consists of �

 

��� hosts.
Logical role is identi�ed by knowledgeable network
administrators at BigCompany.

existing ones in an appropriateway. Figure 5 lists
the scenariowe investigate. In the Mazu network, we
swappedthe roles of unix mail and ms exchange by
switchingtheir IP addresses.We alsoreplacedthe old
NT server, calledmazunt (10.0.0.18),with anew server
(10.0.1.18). Finally, we removed an old admin ma-
chine (10.0.0.110)and brought in a new eng machine
(10.0.0.200).Althoughthespeci�c scenariois just one
of many possibleones,it includesthe typesof changes
thatcouldhappenin a realnetwork.

The modi�ed connectionpatternswere usedas in-
putsto therole classi�cationalgorithm.Therole corre-
lationalgorithmthencorrelatedthenew groupingresults
with theoriginal results.Everygroupin thenew results
is correlatedwith an old group. Figure 5 depictsthe
four groupsthat areaffectedby the changes.Observe

how the membercompositionsof thesefour groups
changefrom the onesin Figure4. Both unix mail and
msexchangearecorrectlyidenti�ed in thesamefashion
asin Figure4 despitetheir role reversal. The new NT
server (new-nt server) appropriatelytakes the placeof
theold one. Similarly, a new enghost is groupedwith
otherengmachines.Despitevariouschangesto thecon-
nectionpatterns,therolecorrelationalgorithmwasable
to correctlyassociateeachnew groupwith an existing
one. We continueto investigatethe limits of the role
correlationalgorithmunderrigorouschangesin connec-
tion patterns.

6.3 Con�guration

Thealgorithmsusetwo internalconstantsthatwebe-
lieve arenot sensitive to particularnetwork connection
patterns.The groupformationphaseof the role classi-
�cation algorithm(seeSection4.1) requiresa constant

� �

�

� �

to keepa host � from forming groupswith
otherhoststhathave lessthana fraction

�

of thenum-
berof connectionsthat � has.Thegroupmergingphase
keepsthetwo groupsfrom merging if theaveragenum-
berof connectionsof a groupis not within

� ��� � �

of theother's (seeFigure3).
We set

�

!

� �  

and
�

!

���

� . Our experimentswith
bothMazuandBigCompany networks indicatethat the
default valueswork well on at least two ratherdiffer-
entnetworks. We believe that, in general,it will not be
necessaryto adjust theseconstants. Nevertheless,we
plan to exposetheseparametersto network administra-
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2

torssothatthey canadjustthemalongwith thesimilarity
thresholdsto achieve groupingresultsthat mostre�ect
their intuition of thenetwork structure.

6.4 Effectsof Similarity Thr esholds

In this subsection,we examinehow thechoiceof the
user-de�ned thresholds,/ Q S , /

$

2 , and �

$

2 , affect the
numberof groupsformedby theroleclassi�cationalgo-
rithm. Recallthatthetwo groupsaremergedif andonly
if their similarity measureis �%/ QTS . Furthermore,if the
maximum�

)

associatedwith thegroupsis � �

$

2 , they
arenotmergedunlesstheirsimilarity measureis �,/

$

2 .
We requirethat

� �

/RQ S

�

/

$

2

� �����

.
Figure6 illustrateshow / QTS affectsthe total number

of groupsformedfor bothMazuandBigCompany net-
works.Thenumberof groupsincreaseswith / QTS . Again,
a large / QTS valuekeepsmoregroupsfrom merging and
asa result,thetotalnumberof groupsremainslarge.

The numberof groupsmay not increasesmoothly
with the increasein / QTS . For instance,thereis steeper
incline (knee)in thenumberof groupsof BigCompany
network when / QTS is increasedfrom 70 to 90. The
reasonis that the increasein / Q S causessomegroups
with high numbersof connectionsto split, since they
no longer meet the strongersimilarity requirementto
merge.Thisin turncausesseveralneighboringgroupsto

split. Theextent to which suchsplitsoccurvariesfrom
network to network. A kneein thecurve indicatesthat
thealgorithmcanexposethelogicalstructureof thenet-
work in two signi�cantly differentmanners.Consider
againthe network in Figure1. If / QTS is too low, Mail,
Web, SalesDatabase, andSourceRevisionControl will all
beplacedin onegroup,whereasall salesandengineer-
ing machineswill beplacedin another. In somecases,
suchgroupingmight be moreappropriatethanthe one
achieved in Figure 1. Network administratorsshould
comparethegroupingresultson bothsidesof theknee
anddecidewhichonebettersuitstheir needs.

Our experimentsshow that as long as /

$

2

� �

�

,
changesto /

$

2 hardlyaffectthegroupingresults.There-
fore,wesuggestthat /

$

2 be�x ed.
Ontheotherhand,thechoiceof �

$

2 hasasigni�cant
impactandshouldprobablyvary from network to net-
work. If �

$

2 is setto themaximumnumberof connec-
tions that any hosthas,the similarity measurebetween
hostsis only comparedagainst/ QTS . If �

$

2

!

�

, thesim-
ilarity measureis only comparedagainst/

$

2 . Ideally,
�

$

2 shouldbesetat a valuethatpartitionsthehostsin
thenetwork into two groups,onecontainingall server-
likemachines,andonecontainingall others.

Figure 7 shows how �

$

2 affects the number of
groupsformed. For any two datapointswith thesame
numberof groups, the grouping resultsare identical.
Clearly, thegroupingresultsdonotchangefor theMazu
network when �

$

2

� � . Similarly, the groupingre-
sultshardlychangefor theBigCompany network when

�

$

2

��� . This implies that it is not too dif�cult to �nd
anappropriate�

$

2 for aparticularnetwork. By default,
we set �

$

2

!�� andbelieve thatthis valuewill besuit-
ablefor mostnetworks. Nevertheless,we arecurrently
workingonautomaticallysetting�

$

2 .

6.5 Run Time

Table2 shows the time taken to run the role classi-
�cation algorithm on the Mazu and BigCompany net-
works. We performedour experimentson a Linux ma-
chineequippedwith a 2GHz Intel Xeon processorand
4GB of memory. The run time achieved by the algo-
rithms grows quadraticallywith the numberof nodes
andis acceptablefor usein commercialenterprisenet-
work monitoringandanalysistools.We continueto fur-
therimprovetheperformanceof thealgorithms.

7 RelatedWork

The work describedin this paperwas implemented
in part using Click [21], a modularroutersystemthat
makes it easyto build ef�cient packet processingde-
vices on commodityPC hardware. The groupingal-



Network Hosts Groups Runtime(s)

Mazu 110 25 0.069
BigCompany 3638 137 63

HugeCompany 49041 1374 2101

Table 2. The summarized grouping results for Mazu
and BigCompany networks.

gorithm only requiresinformation about connections
amonghosts,so it can obtain data from a variety of
sources,from summaryformats like RMON [28] and
Net�ow [6] to packet-level snifferslike tcpdump[18].

Partof theroleclassi�cationalgorithmcanbeviewed
asa dataclusteringalgorithm.Dataclusteringhasbeen
anactiveareaof researchfor a few decades[14, 19] and
is known to bea dif�cult problemcombinatorially. The
techniquesusedto clusterdatavary widely according
to theassumptions,andcontexts speci�c to application
domainsandmany existing techniquesarespeci�cally
developedfor patternrecognitionand imageanalysis.
In general,a dataclusteringalgorithmattemptsto clus-
ter datapointsor patterns, eachof which is represented
by a vector of real numbers. Patternsthat are similar
to eachotherareclusteredtogether. The mostpopular
metric for similarity measureis theEuclideandistance.
One well-known clusteringtechniqueis the hierarchi-
cal agglomerative clusteringtechnique.The ideais to
mergeclustersbasedonthepair-wisesimilarity measure
of patterns.Themergingprocessis stoppedaccordingto
someprede�nedsimilarity thresholds.In thisaspect,the
groupmergingphaseof theroleclassi�cationalgorithm
canbeclassi�edasahierarchicalagglomerativecluster-
ing technique.

The main reasonwhy traditionaldataclusteringal-
gorithmscannotbe easilyextendedfor our application
domain is becauseit is dif�cult to representthe con-
nectionpatternof eachhost with a vectorof numbers
in sucha way that the widely usedEuclideandistance
to measurethe similarity betweentwo connectionpat-
ternsmakes sense. Furthermore,we can leveragethe
communicationpatternsfoundin typical enterprisenet-
works,suchasclient-servercommunications,to achieve
more meaningfulgroupingresults. We also note that
traditional dataclusteringtechniquesdo not deal with
temporalcorrelationof clustersas the role correlation
algorithmdoes.

Therole classi�cationalgorithmis applicableto net-
work intrusiondetection.For example,groupinginfor-
mation providescontext that can be usedby intrusion
detectionsystems[10, 22] (IDS) to helpdeterminehow
unusual(andhencepotentiallysuspicious)acertainnet-
work behavior is (seeSection2).

As explained in Section2, role grouping is well-
suitedto improvingnetworkmonitoringandpolicy man-
agement. An entire industry [8, 15, 17] catersto en-
terprises'network managementneeds,andmuch liter-
atureis devoted to network monitoring, traf�c report-
ing, andperformancemeasurement[13, 20, 23, 24]. All
this work differssigni�cantly from ours. Thecommer-
cial network managementsystemsare primarily inte-
grationandalertingtools,intendedto provideoperators
with a uni�ed view of disparatedeviceson thenetwork.
They serve asconduitsfor the raw data,but do not ex-
tract higher-level semanticssuchas role relationships.
Academicwork hasfocusedonnetwork monitoringand
techniquesfor performancemeasurement,but again,the
interpretationof datais generallyleft to humans.

Anothertool thatcanhelpoperatorsunderstandtheir
networks is network visualization[1, 5, 11]. Visual-
ization focuseson graphicdesignand automatedlay-
out algorithmsto help usersdigestthe vastamountof
datageneratedby network monitoringtools. Unlike the
groupingalgorithm,thesetechniqueshave no notionof
the logical structureof thenetwork. However, they can
complementgrouping,exposinggrouping information
to theuserandusinggroupinginformationto makebet-
terdecisionsaboutvisuallayout.

8 Summary

This paperhas presentedtwo practical algorithms
(groupingandcorrelation)thatgrouphostson anenter-
prisenetwork into rolesaccordingto theirobservedcon-
nectionpatterns.The�rst algorithmpartitionshostson
thenetwork into groupsbasedon connectiondata.The
secondalgorithmmeaningfullycorrelatestheresultsob-
tainedby runningthe �rst algorithmat differenttimes,
takinginto accounttheevolution of connectionpatterns
over time.

To our knowledge, the problem of automatically
groupingandclassifyinghostsbasedon their behavior
on the network has not beenaddressedbefore. This
paperformulatestheproblemby presentinganabstract
model in addition to the concretealgorithm speci�ca-
tions. The generalframework we have developedac-
commodatesotherclassi�cation algorithmsin addition
to theoneswe havedescribed.

Groupinghostsaccordingto their connectionhabits
exposesthe logical structureof the network, and can
serve to improve understandingof the network and to
simplify a varietyof network managementtasks.It can
also improve the accuracy of automatedtools, suchas
systemsfor network monitoringandintrusiondetection.

Experiencewith thealgorithmsontwo corporatenet-
works,onewith about100hostsandonewith over3600
hosts,indicatesthat they work well. They areeasyto



tune,andproduceresultsthat aremeaningfulandcon-
sistentwith theintuition of experiencednetwork admin-
istrators. Importantly, our experienceon the corporate
networkshasshown thatautomatedclassi�cationalgo-
rithms suchas thesecanplay an importantrole in as-
sistingnetwork administrators.Thealgorithmsarealso
fairly ef�cient, andtheir performanceremainspractical
evenfor networkswith severalthousandhosts.

Much work remainsto bedone.We planto continue
improving theperformanceof thealgorithm. The ideal
solutionshouldbe betterthanquadratictime complex-
ity, sincethatcouldeventuallybethe limiting factoron
very largenetworks. We will alsoexploreotherde�ni-
tionsof hostsimilarity for grouping. For instance,one
could considerincorporatingservices(suchasTCP or
UDPport information)or protocolsinto thede�nition of
aconnection,sothatawebserverwouldnotbegrouped
with a mail server. In addition, we have yet to ex-
ploremany of theapplicationsof automatically-derived
groupinginformation,which includenetwork manage-
ment,provisioning,security, andperhapsothers.
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