
This indicates that probe losses might be correlated

and occur in bursts. It is well-known that the bursti-

ness of the packet loss process has a significant impact

on the performance of various network protocols. For

example, correlated losses decrease the effectiveness of

open-loop error control schemes such as forward error

correction (F EC) schemes, but they increase the effec-

tiveness of closed-loop control schemes such as the au-

tomatic request (ARQ) schemes [5]. In this paper, we

characterize the burstiness of the probe packet loss by

the conditional probability that a probe packet is lost

given that the previous probe packet was lost. A related

performance measure is the number of consecutively lost

probe packets, which we refer to as the packet loss gap.

We denote by clp the conditional probe loss probability,

i.e.

dp = P(rttn+l = Ol?’ttn= o)

We denote by plg the packet loss gap. Assuming that

the sequence of rtt~ is stationary and ergodic, plg can

be expressed in terms of clp byz

pig = 1/(1 – Cip)

Table 3 presents the measured values of clp and pig

for different values of 6 (refer to the beginning of the

section). We observe that clp is greater than dp for all

values of 6. This can be explained as follows. The con-

ditional loss probability is the probability that a given

probe packet, say packet n +1, is lost given that packet

n is lost, i.e. given that the buffer occupancy upon

arrival of probe packet n is equal to K. The uncon-

ditional loss probability is the probability that packet

n + 1 is lost, irrespective of the buffer occupancy upon

arrival of probe n. Clearly, the loss probability for probe

n + 1 increases with the buffer occupancy upon arrival

of probe n. Therefore, clp ~ dp. For large values of 6,

clp and ulp are almost identical. This is expected since

the states of the buffer seen by two successive probe

packets become less and less correlated as 8 increases.

Our results show that the losses of probe packets are

essentially random as long as the probe traffic uses less

than 107o of the available capacity of the connection

over which the probes are sent.

We observe that ulp stabilizes around 10% as b in-

creases. It is not completely clear why the stationary

loss probability would be so large. Losses of probe pack-

ets are certainly caused in part by buffer overflows (most

likely occurring at the endpoints of the transatlantic

link). In [17], it is reported that faulty Ethernet and

FDDI interface cards randomly drop packets, with a

loss rate reaching up to 3% in the Suranet mid-level net-

work. Since the path of the connection between INRIA

2A proof of this can be obtained using results from Palm prob-
abilities (see e.g. [1, 9]).

and the University of Maryland crosses over Suranet, it

is likely that a fraction of the observed probe losses are

caused by such faulty interface cards.

It is important to note that the loss gap stays close

to 1 even for small values of 6. This result has im-

portant consequences for the design of audio and video

applications over the Internet. Audio applications send

audio packets at regular intervals. The interval length

depends on the audio sampling frequency, the number

of bits used to encode each sample, and the number of

samples aggregated in each audio packet. Typical val-

ues for the interval length range between 22.5 ms [24]

and 125 ms [27]. Our experiments indicate that an open

loop error control mechanism based on FEC would be

adequate to reconstruct lost audio packets. An example

such mechanism is described in [23]. If FEC is deemed

too expensive, then it is possible to reconstruct a lost

packet simply by repeating the previous packet.

Video applications do not send video packets at reg-

ular intervals. For example, the video codec of IVS

[27], a software codec recently developed at INRIA for

video conference over the Internet, generates variable-

size packets at intervals ranging from 15 to 120 ms.

The interval length depends on the format of the video

picture being encoded, the movement detected between

two consecutive frames, etc. Although it is not clear

whether the conclusions above still apply in this case,

we take our results as an indication that open loop er-

ror control schemes would be useful to reconstruct lost

video frames. We are currently investigating this issue.

6 Conclusion

In [22], it was shown that the UDP echo tool was useful

to study network problems such as faulty gateway hard-

ware and software components, fault y network interface

cards, etc. In this paper, we have shown that this tool

is also useful to analyze the end-to-endcharacteristics,

over different time scales, of connections over the Inter-

net.

Our results can be interpreted using a simple single

server queueing model with 2 input streams, where one

stream represents the probe traffic and the other stream

represents the Internet traffic. We are currently analyz-

ing one such model in which the probe arrival process is

deterministic and the Internet arrival process is batch

deterministic and the batch size distribution is general.

We derive the batch size distribution from our measure-

ments using equation (6). Preliminary investigations

show that the analytical results show good correlation

with our experimental data. In particular, they bring

out the probe compression phenomenon. They also in-

dicate that probe packets are lost randomly except when

the Internet traffic intensity is very high. We are cur-
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rently continuing the analysis of this model.
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